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OMNPEAOENEHNA
Tabnuua 1 Criucok onpeneneHuit 1 COKparieHui
TepmuH/CokpalieHue OnpepneneHue
ABTOpu3aums ABTOpu3aums (aHrn. authorization «paspeLueHue;
yrnormHoMo4YMBaHue») — npeaocTaBneHne onpenenéHHomy

nuuy unu rpynne nvy npas Ha BbINOSIHEHWE OnpeaenéHHbIX
OEeNCTBUM; a Takke rpouecc npoBepku (noaTBepxaeHus)
AaHHbIX NMpaB NP NOMNbITKE BbIMOMHEHUS 3TUX OENCTBUN.

Arperauusi aHHbIX Cb6op uvHdopmauum u3 6a3 gaHHbIX C LEenbi NOArOTOBKU
KOMBUHNPOBaAHHbLIX HAOOPOB AaHHbIX ANst 06paboTKN AAHHbBIX

=y1| Bbasa paHHbIX

BM BupTtyanbHas mawmvHa

nC NHpopmaumoHHaa cuctema

HCO HecaHKuMoHMpoBaHHbIM AOCTYN

oC OnepauunoHHas cuctema

MAK [MporpammHo-annapaTtHbIi KOMMNeKC

Mnatdopma Insight low | NnaTtdopma ObicTpon pa3paboTku aHannTU4eCcKnx

code / NnaTtdopma npunoxeHnn «NHcamt» («Insight low code») — cCOBOKynHOCTb
PYHKUMOHASbHbBIX U TEXHUYECKUX Moayren

rno MporpammHoe obecneveHne

nro MpuknagHoe nporpammHoe obecneyeHme

cyb Cucrtema ynpasneHusa 6a3amum gaHHbIX

T3 TexHnyeckoe 3agaHve

Y Cucrtema ynpasneHus 6a3oin gaHHbIX

dpenmBopkK Ot aHrn. framework — nporpammHas nnatdopma,

onpepensiiowas  CTPYKTypy  MPOrpaMMHOM  CUCTEMBbI;
nporpammHoe obecneyeHne, obnervatowee paspaboTky wu

ob6beagnHeHne pasHbIX KOMMNOHEHTOB BonbLioro
NpPOrpaMmMHOro NpoeKTa.
Apache Airflow Open-source WHCTPYMEHT, KOTOpbIN nossonseTr

paspabaTtbiBaTb, NNaHNPOBaTb M OCYLLECTBIATb MOHUTOPWUHT
CMNOXHbIX paboymx npoLeccos

Apache Nifi Apache Nifi - nporpammHbIn nNpoekT oT Apache Software
Foundation, npegHa3sHadeHHbIN ON9 aBTOMAaTM3auMM NoToka
AaHHbIX MeXay NPorpaMMHbIMU CUCTEMaMN.

CentOS CentOS — pguctpubytmB  Linux, OCHOBaHHbIN  Ha
kommepyeckoM Red Hat Enterprise Linux komnaHun Red Hat un
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TepmuH/CokpalieHue OnpepgeneHue

COBMECTUMBIN C HUM.

Cl/CD Habop MeTogoB M npakTtuk, oTBevawwun TpeboBaHMaM
coBpemeHHon MO-pa3paboTku

Docker Docker — nporpammHoe obecnedeHne onsg aBTomaTvM3aumm
pas3BEépPTbIBAHUA U YyNpaBreHna NpUroXeHUsSMn B cpepax C
noaaepKKon KOHTENHepu3auuu, KOHTENHepU3aTop
NPUITOXEHUN.

HTML HyperText Markup Language (aHrn.) - ctTaHaapTU3MpoBaHHbIN
A3bIK pa3MeTKn AoKymeHToB B MIHTepHeTe. bonblumHCTBO BED-
CTpaHuL cofepxaT onucaHue pasMeTkn Ha a3blke HTML.
Asbik HTML nHTepnpeTtupyetcs 6paysepamu; noslyYeHHbl B
pesynbTtarte uHTepnpetauum  OPMaTUPOBAHHbLIN  TEKCT
oTOOpaXkaeTcsa Ha 93KpaHe MOHUTOpa KOMMbKTEpPa WNN
MOBUNBHOrO YCTPONCTBA.

HTTPS HTTPS — pacwupeHne npotokona HTTP ana nopaepxku
WndpoBaHNA B LensiX NoBbleHna 6e3onacHocTu. [1aHHble B
npotokone HTTPS nepepatotca noBepx KpuntTorpagouyecknx
npotokonosB TLS nnn SSL.

JDK Java Development Kit — «komnnekt paspaboTynka
NpuUNoOXeHWn Ha 43blike Java, Bknvawwmn B cebsa
komnunatop Java, ctaHgapTHble 6ubnmnoTtekn knaccos Java,
npumepbl,  OOKYMEHTauulo,  pasnuyHble  YyTUNUTbl  W”
NCNOJSTHUTESbHYIO cUcTemy Java.

Keycloak Keycloak npogyKT ¢ OTKpbITLIM KOAOM ANA peanusauum single
sign-on ¢ BO3MOXHOCTbIO ynpaBfieHUst OCTYMNOM, HaueneH Ha
COBpPEMEHHbIE NPUMEHEHUSA U CEPBUCHI.

MySQL MySQL — cBobogHas pendumoHHasi cuctema ynpasBrneHus
6asamun gaHHbIX.

Nginx Nginx — BebG-cepBep M MOYTOBLIN  NPOKCU-CEPBEP,
paboTatowmi Ha Unix-nogobHbIX onepaumMoHHbIX CUCTEMAX.

PHP OoT aHrnuuckoro Hypertext Preprocessor — CKpUnTOBbLIN SA3bIK

obWwero HasHayeHusl, WHTEHCUBHO MNPUMEHSIEMbIN  Ans
pa3paboTkn BEO-NPUNOXKEHUNN.

PostgreSQL PostgreSQL — cBoboaHas 06beKkTHO-pensaumMoHHas cuctema
ynpasneHus 6a3amu gaHHbIX.
RHEL Red Hat Enterprise Linux — gmnctpmbytus Linux komnaHum

Red Hat. [daHHbin guctpmbyTuB no3vumoHupyeTcs Ans
KOpnopaTUBHOIO UCMOSb30BaHUS.
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TepmuH/CokpalieHue OnpepgeneHue

SDK SDK — Habop cpeacte paspaboTky, MNO3BOMAOLLNIA
crneuvanucTam no nporpaMmMmHomy obecneyeHuo cos3gaBaTtb
NPUNOXeHNa ANna  OonpeaenéHHoro naketa nporpamm,
nporpaMmmHoro obecneveHns 6a3oBbiX CpeacTB pa3paboTky,
annapaTHoOM nnaTgopMbl, KOMMLIOTEPHON CUCTEMbI, UTPOBbLIX
KOHCOMewn, onepawumoHHbIX CUCTEM U MPOYMX NaTdopMm.

URL Ot anrnunckoro Uniform Resource Locator — eguHoo6pasHbiin
nokaTop (onpegenutens MECTOHAXOXAEHWS) pecypca.
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1. OBLLAS MHOOPMALINS

[MporpammHbIn komnieke Insight low code siBnsieTca CNOXHO OpraHM30BaHHOM CUCTEMOM, AN
HOPMarbHOrO (PYHKLUMOHMPOBAHUA KOTOpOW TpebyeTca CTOMPOLEHTHOE YAOBMETBOPEHUE
BHELUHNX 3aBUCMMOCTEN, HACTPOEK OrnepaumoHHONW CUCTEMbl U KOPPEKTHOE YyKasaHue
3HaYeHun NepemMeHHbIX B KOHPUIypauuoHHbIX hannax.

B kauecTtBe cepBepHOM OMNEpPaLMOHHOM CUCTEMbI MOTYT WUCNONb30BaTbCA AUCTPUBYTUBBI,
OCHOBaHHble Ha Linux. Pekomengyemas koHurypauma Nnatgopmel — ALT Linux nnu Astra
Linux.

Beuay cneundmnkm akocuctembl Linux u pasHoobpasnsa cOOpok paxe OAHOMMEHHbIX
ANCTPUBYTMBOB, BO3MOXHbl HIOAHCbl Pa3BepPTbIBaHUA, KOTOpble He yaanoCb OCBETUTH B
AAaHHOW UHCTPYKLUMMW.

B cnyyae BO3HMKHOBEHMS CINOXHOCTEN NpY pa3BepTbiBaHWMM, OLLUMOOK Npu 3anycke U NpoYmnx
npobnemax, Heo6xoanMmMo o6paTUTbLCA NO agpecy ANEKTPOHHOM NoYThl: devops@goodt.me

Insight low code 370 npoaykT, obbeauHsowmn B cebe MeToaoNorMio MU KOMMIEKC
nporpamMmMHbIX NPOAYKTOB Kak COBCTBEHHOM pa3paboTkn, Tak u Opensource peLleHus.

ycnosud, nPn COBJIIIOAEHUMN KOTOPbLIX OBECIMEYUBAETCA MNMPUMEHEHUE
CPEACTBA ABTOMATU3ALIMM B COOTBETCTBUUN C HASHAYEHUEM

ObwecuctemHoe nporpaMmmHoe obecneyeHve [OIMKHO YAOBMETBOPATb  Criedylowum
TpeboBaHuAM:

e onepaumoHHasa cuctema Ha 6aze RHEL/CentOS 7,

e Beb-cepBep Nginx Bepcum He Huxe 1.16;

e cepBep 6a3 gaHHbIXx MySQL Bepcun 5.7;

e cepBep 6a3 gaHHbIX PostgreSQL Bepcum 11;

e a3blk PHP Bepcun He Hmxke 7.2;

e JDK8un11;

e Heobxoaumble nporpaMmMHblie 6MbnnoTeku;

e CUCTEMHbIE YTUNUTBI U Apyroe HeobxoamMmoe nporpaMmHoe obecneveHue.

Monb3oBaTenbckmi nHTepdenc CucteMbl JOSMKEH KOPPEKTHO paboTaTb Npy MCMNOMb30BaAHUU
noceTUTENAMMU Cneayowmx Bepcui nHTepHeT-6pay3epos:

e (Google Chrome Bepcun 74 v BblLLE;
e Microsoft Edge Bepcu 85 u BblLe;
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e Chromium 91 Bepcus u BbliLLE;

e Mozilla Firefox Bepcun 68 u BbliLe;

e Safari Bepcun 12.1 n Bblwwe;

o HAnpekc.bpaysep Bepcum 20.3.0.1223 u BbliWwe;
e CnyTHuWK - Bepcusa 5.3.5380.0 u BbiLwe.

B nporpaMmmHbIn cTek HeobxoanmbI Ans paboTbl, BXOOAWUT:

¢« NGINX;

« MYSQL;

o PostgreSQL,;
o Jenkins;

o Keycloak;

e Apache NIFI;
e Docker.

YcTaHOBKa CBOANUTCA K cnegywouwnm waram:

MoaroToBKka CTPYKTYypbl Nanok;
YcTtaHoBka Docker;

YctaHoBka PostgreSQL 11;

YcraHoska MySQL;

YcTtaHoBka Nginx;

YcrtaHoBka Apache Nifi;

YctaHoBka Keycloak;

HacTponka pesepc-npokcu ans Keycloak;

© XN ON -

YcTaHoOBKa NPUNOXEHUI:

= YcraHoBka nnarmHa goodt-dremio-plugin;
= YcrtaHoBka SDK rtl-dremio-connector;

= YcraHoBka rtl-goodteditor-player;

= Goodt-editor pegakrop;

10. 3anyck npunoXxxeHun.

[nsa BbINOMHEHWS NPUBEOEHHON HMXKE MHCTPYKUUKM HEOBXoanMbl NpaBa Ccyneprnonb3oBaTens.
PekomeHayeTcss cosgaTtb nonb3oBaTtens, Mo4 KOTOpbIM OyAeT BbINOMHATLCA BXO4 B
npunoxeHne B fanbHenwem. YacTb OEeNCTBUW [JO0fKHA NPOM3BOAMTBCA Mo4 3TUM
nosib3oBaTesieM, 4acTb Noj cynepnorib3oBaTenem.
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2.MO0ArOTOBKA CTPYKTYPbI MNATINOK

MpunoxeHne O4OMKHO BbITb pa3MeLLeHO B CTPOron CTpykType nanok. CrnegoBaHue aToMy
TpeboBaHUO NO3BONUT 06ecnevnTb COBMECTMMOCTb CO CKpUNTamu, NnpeaHa3HavYeHHbIMU Ans
AanbHewnwero 06HOBNEHUS NPUMOXEHUS.

e abc
o distr
*  scripts
o data
* dremio
o app
* goodt

* goodt-dremio-plugin

[na co3gaHus CTPYKTYpbl BbINOSHUTE CReAYOLLY0 KOMaHAy:

sudo mkdir -p /abc/distr/scripts /abc/data/dremio /abc /app /goodt/ goodt- dremio-plugin

3.YCTAHOBKA 1N 3ATYCK DOCKER

Ans yctaHoskn Docker Heo6xogmumo no6aBnTb peno3nTOpPUI:

sudo yum install -y yum-utils
sudo yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-
ce.repo

MNocne Heobxoammo yctaHoBuTbL Docker:

sudo yum install docker-ce docker-ce-cli containerd.io

MNocne yctaHoBku TpebyeTca BKNOUMTL aBTo3anyck crnyx6el Docker:
sudo systemctl enable docker

Hanee, Heobxogumo 3anycTutb cnyx6y Docker:

sudo systemctl start docker

000 «31 bu Cn ContoweHc» 2023 9
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4. YCTAHOBKA POSTGRESQL 11

sudo yum -y install  https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-
x86 _64/pgdg-redhat-repo-latest.noarch.rom

sudo yum -y install postgresql11-server

sudo /usr/pgsql-11/bin/postgresql-11-setup initdb

sudo systemctl start postgresql-11

sudo systemctl enable postgresql-11

CmeHunTe naponb y nonb3osaTtens postgres:
sudo passwd postgres
Tak e ycTaHOBUTE napornb y nosb3oBaTtens postgres B CYB[:

sudo -u postgres psql
\password

5. YCTAHOBKA MYSQL

wget -P /abc/distr/ https://dev.mysql.com/get/mysql57-community-release-el7-11.noarch.rpm
&& sudo rpm -Uvh /abc/distr/mysql57-community-release-el7-11.noarch.rom

sudo yum install mysql-community-server -y

sudo systemctl start mysqld.service

sudo systemctl status mysqld.service

CmeHunTe naposnb Anga nonb3oBartens root B B[] co creHepnpoBaHHOro nNpu yCTaHOBKE Ha
CcreHepupoBaHHbIN Bamu. [1nNa 3TOro BbIMNONHUTE crnegyoLwue waru:

1. lMonyyeHne BPEMEHHOIrO Napossi, CreHepPMPOBAHHOIO NPW YCTaHOBKe

sudo grep ‘temporary password' /var/log/mysqld.log
Mprmep BbIBOAA KOMaHAbI:

2020-05-21T17:30:25.128385Z 1 |[Note] A temporary password is generated for

root@localhost: MkuWp!/S&0W:

2. CMmeHuTe naponb M3 npumepa Bbille Ha CreHepupoBaHHbIN Bamu. 3anycTuTe KOHCOMb
MySQL:

mysql -uroot -p

3. BeeguTte naporib, NONyYeHHbIN Ha npegbigyLiem ware. B  naHHOM
npumepe MkuWp!/S&0W:

4. B koHconn MySQL cmeHuTe naponb Ha creHepupoBaHHbLI BaMu:

ALTER USER 'root'@'localhost’' IDENTIFIED BY 'Hossitllapornb!’;
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5. Cospante 6a3y AaHHbIX:
CREATE DATABASE 'sup_editor CHARACTER SET utf8 COLLATE utf8_general_ci;\

6. YCTAHOBKA NGINX

sudo yum install -y epel-release
sudo yum install -y nginx
e KoHdpurypaumsa Nginx (ans npumepa):

1. Cospgante hann koHdUrypaumm B COOTBETCTBYHOLLEN MNarnke U CUMBOMNYECKYHO CCbINKY C
Hero Ha nanky ans dannos koHGUrypauum B nanke Nginx:

touch /abc/conf/nginx/ssl.conf
In -s /abc/conf/nginx/ssl.conf /etc/nginx/conf.d
2. OtpepaktupyiTte co3aaHHbin dpann n gobasbTe B HErO crieayroLlee COAepXNMOoe:

server {

listen 443 ssl http2 ;

listen [::]:443 ssl http2 ;

server_name

ssl_cetrtificate /abc/conf/cert/fullchain.crt;
ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh _curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

# ssl_stapling on;

ssl_stapling_verify on;

resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains;
preload”;

add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_read_timeout 60m;
proxy_send_timeout 60m;

include deploy-app-prod/*.conf;

location / {
proxy_set_header Upgrade $http_upgrade;
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proxy_set_header Connection "upgrade”;

proxy_set_header X-Real _IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;

proxy_set_header X-NginX-Proxy true;

# proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;

proxy_pass http://adpec:nopm;

proxy_redirect off;

}

location /dremio-connector/ {

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set_header X-NginX-Proxy true;
proxy_set_header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;

proxy_pass http://adpec:nopm;

proxy_redirect off;

}

location /editor/

{

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real _IP $remote _addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set_header X-NginX-Proxy true;
proxy_set_header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;

proxy_pass http://adpec:nopm;

proxy_redirect off;

}

location /api

{
proxy_set_header Upgrade $http_upgrade;

INSIGHT
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proxy_set_header Connection "upgrade”;

proxy_set_header X-Real _IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;

proxy_set_header X-NginX-Proxy true;

proxy_set_header X-Forwarded-Proto $scheme;

real_ip_header X-Real-IP;

proxy_pass http://adpec:nopm;

proxy_redirect off;

access_log /abc/logs/nginx/editor-access.log;
error_log /abc/logs/nginx/editor-error.log;

}

location /player

{

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real _IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set_header X-NginX-Proxy true;
proxy_set_header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;

proxy_pass http://adpec:nopm;

proxy_redirect off;

access_log /abc/logs/nginx/editor-access.log;
error_log /abc/logs/nginx/editor-error.log;

}

location /p

{

proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade”;

proxy_set_header X-Real _IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $http_host;

proxy_set_header X-NginX-Proxy true;

proxy_set_header X-Forwarded-Proto $scheme;

real_ip_header X-Real-IP;
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proxy_pass http://adpec:nopm;
proxy_redirect off;

access_log /abc/logs/nginx/editor-access.log;
error_log /abc/logs/nginx/editor-error.log;

}

JPasmectute pann SLL/TLS ceptucumkata no nytm /abc/conf/cert/fullchain.crt,
drann npmuBaTtHoro kntoya no nytu /abc/conf/cert/private.key.

7.YCTAHOBKA NEXUS

Nexus 3anyckaeTca Ha cepBepe suo3-aggbp B Buae nokep KoHTeuHepa. KoHdwurypaums
3anycka KoHTenMHepa onucaHa B anne /abc/bin/ci-cd/docker-compose.yml. C Takum

coaepXNMbIM:

version: "3.0"
services:
nexus:
image: sonatype/nexus3
restart: always
environment:
NEXUS_CONTEXT: /
volumes:
- /abc/bin/javallib/security/cacerts:/etc/pki/ca-trust/extracted/java/cacerts:ro
- nexus-data:/nexus-data
ports:
- 8081:8081
- 8082:8082
volumes:
nexus-data:
3anyck nexus BbINOMHAETCSH KOMaHAOMW:
docker compose -f /abc/bin/ci-cd/docker-compose.yml up -d
[anee Ha cepBepe nginx B KaTanore cat /etc/nginx/conf.d/ cosgaetca dann nexus.conf co
crnenylowmnmM Coaep>KUMbIM:
upstream nexus {
server 10.206.212.138:8081;
}

upstream registry {
server 10.206.212.138:8082;
}

server {
listen 443 ssl http2 ;
listen 80;
server_name nexus. XXX.YYY.ru;
ssl_certificate /abc/conf/cert/fullchain.crt;
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ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh_curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

ssl_stapling_verify on;

resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_read_timeout 60m;
proxy_send_timeout 60m;

location / {
if ($http_user_agent ~ docker ) {
proxy_pass http://registry;

}

if ($http_user_agent ~ cri-o ) {

proxy_pass http://registry;

}

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real_IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy add_x_ forwarded_for;
proxy_set_header Host $http_host;

proxy_set _header X-NginX-Proxy true;
proxy_set_header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;

proxy_pass http://nexus;

proxy_redirect off;

}
}

BbinonHsieTcs npoBepka KoHurypauum nginx u neperpyska e cepsepa B criydae ygadHoum
NpOBEPKN CreayrLnMM KOMaH4aMu:

nginx —t

nginx —s reload

Mocne yero nexus 6yaet goctyneH no agpecy https:\\nexus. XXX.YYYru v npu nepsom
BXOAe nof y4eTHoW 3anucbto admin ¢ naponem admin123 6yaeTt 3anpoc Ha U3MeHeHWe
napons.

Hanee HeobxoaMmo co3gaTb peno3uTopun Ans gokep obpasos B pasgene Administration:
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& C @ nexus.bi.mos.ru/#admin/repository/repositories

Sonatype Nexus Repository Manager
0SS 3.42.0-01 e * Q

e = Repositories Manage repositories

v Repository

© Create repository

& Repositories Name Type Format Status

& Blob Stores artifacts hosted raw Online

it Log4j Visuali docker hosted docker Online
0g4j Visualizer

helm-charts hosted helm Online
B Proprietary Repositories

Pucynok 1 — Co3nanue penosuropus

8. YCTAHOBKA JENKINS

OdmumanbHaa pokymeHTauusa (https://www.jenkins.io/doc/book/installing/war-file/) csogut
YCTaHOBKY K 3anycky war-caunna. OgHako, B NpOOYKTOBOM OKPY>KEHUN 3TO HENPUMEHUMO.
Ecnv BbinonHUTE Wwarn no ycraHoBke Jenkins ¢ NOMOLLbIO yum, TO MOSABNSAETCA BO3MOXHOCTb
ynpasnaTh 3anyckom Jenkins ¢ nomotubto SystemD.

[aHHaa 3ameTka onucbiBaeT Lark, KOTopble HEeOBXOAMMO BbIMNOMHUTbL, YTOObI AOBUTLCA
TaKoro e pesyrnbTarta npu py4Hon yCTaHOBKe.

[MoarotoBka OKpyXeHns

Jlokarnb no ymonyaHuio

BbinonHuTe komaHab!:

echo 'export LANG=en_US.UTF-8' >> ~/.bashrc

echo 'export LANGUAGE=en_US.UTF-8' >> ~/.bashrc
echo 'export LC_COLLATE=C' >> ~/.bashrc

echo 'export LC_CTYPE=en_US.UTF-8' >> ~/.bashrc
. ~/.bashrc

CTtpykTypa nanok

Cosgaaum CTpYKTYpy Nanok B COOTBETCTBUN C NPUHATLIM KOPNOPaTUBHLIM CTaHAApPTOM U B
cooTBeTCTBUM C NoTpebHocTaAMM Jenkins:

. abc

. bin

. jenkins
. war

. logs

. jenkins
. distr

BbinonHuTte KomaHay:
mkdir -p /abc/bin/jenkins/war /abc/logs/jenkins /abc/distr
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YcTtaHoBka Java 11
CornacHo ouumansHoOn JoKyMeHTaumu, Jenkins NONHOCTbIO noaaepxmsaeTt Java Bepcun 8
n 11 n pekomeHgosaHHon cbopkon sensaetca OpendDK. YctaHosum OpenJDK 11:

cd /abs/distr

wget https://XXX.YYY_Its.hb.bizmrg.com/bin/jdk-11.0.9_linux-x64_bin.tar.gz
tar xzfv jdk-11.0.9_linux-x64_bin.tar.gz

mv jdk1.8.0_281 /abc/bin/java

In -s /abc/bin/java/bin/java /usr/bin

Ho6asnm rnobanbHyto nepemeHHyto JAVA HOME:

echo 'export JAVA_HOME=/abc/bin/java' >> ~/.bashrc

. ~/.bashrc

Y6eammcs, 4To Java ycnewHo yctaHoBneHa

java -version

[OSIKHbI MONYYUTb TaKOW BbIBOA:
java version "11.0.9" 2020-106-20 LTS
Java(TM) SE Runtime Environment 18.9 (build 11.8.9+7-LTS)

Java HotSpot(TM) 64-Bit Server VM 18.9 (build 11.06.9+7-LTS, mixed mode)

YctaHoBka Jenkins

MNonyyeHne Beb-apxmBa

Ckavante LTS Bepcuto Generic Java Package (.war) ¢ ocpuymnansHoro canTta:
https://www.jenkins.io/download/

cd /abc/bin/jenkins

wget https://get.jenkins.io/war-stable/<ver>/jenkins.war

BHuMaHue, 3ameHuTe <ver> gencrTBuTenbHbiM HOMEPOM Bepcuu!
KoHdurypuposaHue SystemD

Cospgante dpann /etc/rc.d/init.d/jenkins co crnegyoLwmm cogepXXMmMbIM:
#!/bin/sh

# Check for missing binaries (stale symlinks should not happen)
JENKINS_WAR="/usr/lib/jenkins/jenkins.war"
test -r "SJENKINS_WAR" || { echo "$JENKINS_WAR not installed";
if ["$1" = "stop" ]; then exit 0;
else exit 5; fi; }

# Check for existence of needed config file and read it
JENKINS_CONFIG=/etc/sysconfig/jenkins
test -e "SJENKINS_CONFIG" || { echo "$JENKINS_CONFIG not existing";

if ["$1" = "stop" ]; then exit 0;

else exit 6; fi; }
test -r "SJENKINS_CONFIG" || { echo "$JENKINS_CONFIG not readable. Perhaps you forgot
'sudo'?";

if ["$1" = "stop" ]; then exit 0;

else exit 6; fi; }

JENKINS_PID_FILE="/var/run/jenkins.pid"
JENKINS_|L OCKFILE="/var/lock/subsys/jenkins"
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# Source function library.
. letc/init.d/functions

# Read config
[ -f"SJENKINS_CONFIG" ] && . "$JENKINS_CONFIG"

# Set up environment accordingly to the configuration settings
[-n "$JENKINS_HOME" ] || { echo "JENKINS_HOME not configured in
$JENKINS_CONFIG";

if ["$1" = "stop" ]; then exit 0;

else exit 6; fi; }
[ -d "$SJENKINS_HOME"] || { echo "JENKINS HOME directory does not exist:
$JENKINS_HOME";

if ["$1" = "stop" ]; then exit 0;

else exit 1; fi; }

# Search usable Java as /usr/bin/java might not point to minimal version required by Jenkins.
# see http://www.nabble.com/guinea-pigs-wanted-----Hudson-RPM-for-RedHat-Linux-
td25673707.html

candidates="

/etc/alternatives/java

/usr/lib/jvm/java-1.8.0/bin/java

lusr/lib/jvm/jre-1.8.0/bin/java

/usr/lib/jvm/java-11.0/bin/java

lusr/lib/jvm/jre-11.0/bin/java

/usr/lib/jvm/java-11-openjdk-amd64

/usr/bin/java

for candidate in $candidates
do
[ -x "$JENKINS_JAVA CMD" ] && break
JENKINS_ JAVA CMD="$candidate"
done

JAVA_CMD="$JENKINS_JAVA_CMD $JENKINS_JAVA_OPTIONS -
DJENKINS_HOME=$JENKINS_HOME -jar $JENKINS_WAR"
PARAMS="--logfile=/var/log/jenkins/jenkins.log --webroot=/var/cache/jenkins/war --daemon"
[ -n "$JENKINS_PORT" ] && PARAMS="$PARAMS --httpPort=$JENKINS_PORT"
[-n "$JENKINS_LISTEN_ADDRESS" ] && PARAMS="$PARAMS --
httpListenAddress=$JENKINS_LISTEN_ADDRESS"

[-n "$JENKINS_HTTPS_PORT"] && PARAMS="$PARAMS --
httpsPort=$JENKINS_HTTPS_PORT"

[-n "$JENKINS_HTTPS_KEYSTORE" ] && PARAMS="$PARAMS --
httpsKeyStore=$JENKINS_HTTPS_KEYSTORE"

[-n "$JENKINS_HTTPS_KEYSTORE_PASSWORD" ] && PARAMS="$PARAMS --
httpsKeyStorePassword="$JENKINS_HTTPS_KEYSTORE_PASSWORD"
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[-n "$JENKINS_HTTPS_LISTEN_ADDRESS" | && PARAMS="$PARAMS --
httpsListenAddress=$JENKINS_HTTPS_LISTEN _ADDRESS"

[-n "$JENKINS_HTTP2_PORT" ] && PARAMS="$PARAMS --
http2Port=$JENKINS_HTTP2_PORT"

[-n "$JENKINS_HTTP2_LISTEN_ADDRESS" ] && PARAMS="$PARAMS --
http2ListenAddress=$JENKINS_HTTP2_LISTEN_ADDRESS"

[-n "$JENKINS_DEBUG_LEVEL" ] && PARAMS="$PARAMS --
debug=$JENKINS_DEBUG_LEVEL"

[-n "$JENKINS_HANDLER_STARTUP" ] && PARAMS="$PARAMS --
handlerCountStartup=$JENKINS_HANDLER_STARTUP"

[-n "$JENKINS_HANDLER_MAX" | && PARAMS="$PARAMS --
handlerCountMax=$JENKINS_HANDLER_MAX"

[ -n "$JENKINS_HANDLER_IDLE" ] &% PARAMS="$PARAMS --
handlerCountMaxIdle=$JENKINS_HANDLER_IDLE"

[-n "$JENKINS_EXTRA_LIB_FOLDER" ] && PARAMS="$PARAMS --
extraLibFolder=8JENKINS_EXTRA_LIB_FOLDER"

[-n "$JENKINS_ARGS" ] && PARAMS="$PARAMS $JENKINS ARGS"

if [ "SJENKINS_ENABLE_ACCESS_LOG" ="yes" ]; then
PARAMS="$PARAMS --

accessLoggerClassName=winstone.accesslog.SimpleAccessLogger --

simpleAccessLogger.format=combined --

simpleAccessLogger.file=/var/log/jenkins/access_log"

fi

RETVAL=0

case "$1"in
start)
echo -n "Starting Jenkins "
daemon --user "$JENKINS USER" --pidfile "$JENKINS PID FILE" "$JAVA_CMD"
$PARAMS > /dev/null
RETVAL=$"?
if [ SRETVAL =0 ]; then
success
echo > "$JENKINS_PID_FILE" # just in case we fail to find it
MY_SESSION _ID="/bin/ps h -0 sess -p $$"
# get PID
/bin/ps hww -u "$JENKINS_USER" -o sess,ppid,pid,cmd | \
while read sess ppid pid cmd; do
[ "$ppid" = 1| continue
# this test doesn't work because Jenkins sets a new Session ID
#[ "$sess" = "$MY_SESSION_ID"] || continue
echo "$§cmd" | grep $JENKINS_WAR > /dev/null
[$? =01]]|| continue
# found a PID
echo $pid > "$JENKINS PID FILE"
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done

touch $JENKINS LOCKEFILE
else

failure
fi
echo

stop)

echo -n "Shutting down Jenkins "
killproc jenkins

rm -f SJENKINS_LOCKFILE
RETVAL=$?

echo

try-restart|condrestart)
if test "$1" = "condrestart"; then

echo "${attn} Use try-restart ${done}(LSB)${attn} rather than condrestart
${warn}(RH)${norm}"

fi
$0 status
if test $? = 0; then
$0 restart
else
: # Not running is not a failure.
fi
restart)
$0 stop
$0 start

force-reload)

echo -n "Reload service Jenkins "

$0 try-restart

reload)
$0 restart

;tatus)
status jenkins
RETVAL=$?

probe)

## Optional: Probe for the necessity of a reload, print out the
## argument to this init script which is required for a reload.
## Note: probe is not (yet) part of LSB (as of 1.9)

test "SJENKINS_CONFIG" -nt "$JENKINS_PID_FILE" && echo reload

[y INSIGHT
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;’)
echo "Usage: $0 {start|stop|status|try-restart|restart|force-reload|reload|probe}"
exit 1

esac

exit SRETVAL

Cospgante pann /etc/sysconfig/jenkins co cnegyowmm cogepXnMbim:
JENKINS_HOME="/abc/bin/jenkins"
JENKINS_JAVA_CMD=""

JENKINS_USER="root"
JENKINS_JAVA_OPTIONS="-Djava.awt.headless=true"
JENKINS_PORT="8080"
JENKINS_LISTEN_ADDRESS=""
JENKINS_HTTPS_PORT=""
JENKINS_HTTPS_KEYSTORE=""
JENKINS_HTTPS_KEYSTORE_PASSWORD=""
JENKINS_HTTPS_LISTEN_ADDRESS=""
JENKINS_HTTP2_PORT=""
JENKINS_HTTP2_LISTEN_ADDRESS=""
JENKINS_DEBUG_LEVEL="5"
JENKINS_ENABLE_ACCESS_LOG="no"
JENKINS_HANDLER_MAX="100"
JENKINS_HANDLER_IDLE="20"

JENKINS_EXTRA LIB_FOLDER=""
JENKINS_ARGS=""

Cospante dpann /usr/lib/systemd/system/jenkins.service co cnegyomm cogepXMMbIM:
[Unit]
Documentation=man:systemd-sysv-generator(8)
SourcePath=/etc/rc.d/init.d/jenkins
Description=LSB: Jenkins Automation Server
Before=runlevel3.target

Before=runlevel5.target

Before=shutdown.target

After=remote-fs.target
After=network-online.target
After=time-sync.target

After=nss-lookup.target

After=time-sync.target

After=sendmail.service
After=network-online.target
Wants=network-online.target
Conflicts=shutdown.target

[Service]
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Type=forking

Restart=no

TimeoutSec=5min

IgnoreSIGPIPE=no

KillMode=process

GuessMainPID=no

RemainAfterExit=yes
ExecStart=/etc/rc.d/init.d/jenkins start
ExecStop=/etc/rc.d/init.d/jenkins stop
ExecReload=/etc/rc.d/init.d/jenkins reload

BeinonHute nepesarpysky SystemD:
systemctl daemon-reload

Bkntounte aBTo3anyck cnyx6bl Jenkins:
systemctl enable jenkins

3anyctute Jenkins:

systemctl start Jenkins

9.YCTAHOBKA OPENSEARCH

YcTaHoBKa BbINOSHAMNACh COrfnacHo ouunanbHon AOKyMeHTauum
https://opensearch.org/docs/latest/install-and-configure/install-opensearch/docker/
Bbina BbINONHEHa NOArOTOBKA OKPYXXEHUS. A MMEHHO OTKIToYEH hani NogKayKu:

sudo swapoff -a

Tak e 6bIf10 yBENNYEHO KONMYECTBO NamaTh goctynHoe OpenSearch:
sudo vi /etc/sysctl.conf

HobaBneHa CTpoka M3MeHsoLWasn KoNM4eCcTBO BblAENAEMON NAMATHI:
vm.max_map_count=262144

BbinonHeHO 0GHOBREHNE KOHMUIypaunm OKpyXeHNS:

sudo sysctl -p

BbinonHeHa nposepka NpUMMEHEHUS U3MEHEHUN:

cat /proc/sys/vm/max_map _count
@suo3-aggbp opensearchl]# cat /proc/sys/vm/max map count

3anyck cteka OpenSearch
T.k. OpenSearch pekomeHOoBaHO 3anyckaTb B peXume Krnactepa, TO BCe KOHTENHepPbI
Knactepa onucaHbl B eanHom gpaune /abc/bin/opensearch/docker-compose.yml,
COAEPXKNMOE KOTOPOro NPUBEAEHO HUXKE:
version: '3’
services:
opensearch-node1:

image: opensearchproject/opensearch:latest

container_name: opensearch-node1

environment:

- cluster.name=opensearch-cluster
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- node.name=opensearch-node1
- discovery.seed_hosts=opensearch-node1,opensearch-node2
- cluster.initial_cluster_manager_nodes=opensearch-node1,opensearch-node2
- bootstrap.memory_lock=true # along with the memlock settings below, disables
swapping
- "OPENSEARCH_JAVA_OPTS=-Xms2g -Xmx2g" # minimum and maximum Java heap
size, recommend setting both to 50% of system RAM
ulimits:
memlock:
soft: -1
hard: -1
nofile:
soft: 65536 # maximum number of open files for the OpenSearch user, set to at least
65536 on modern systems
hard: 65536
volumes:
- opensearch-data1:/usr/share/opensearch/data
ports:
- 9200:9200
- 9600:9600 # required for Performance Analyzer
networks:
- opensearch-net
opensearch-node2:
image: opensearchproject/opensearch:latest
container_name: opensearch-node2
environment:
- cluster.name=opensearch-cluster
- node.name=opensearch-node2
- discovery.seed_hosts=opensearch-node1,opensearch-node2
- cluster.initial_cluster_manager_nodes=opensearch-node1,opensearch-node2
- bootstrap.memory_lock=true
- "OPENSEARCH_JAVA_ OPTS=-Xms2g -Xmx2g"
ulimits:
memlock:
soft: -1
hard: -1
nofile:
soft: 65536
hard: 65536
volumes:
- opensearch-data2:/usr/share/opensearch/data
networks:
- opensearch-net
opensearch-dashboards:
image: opensearchproject/opensearch-dashboards:latest
container_name: opensearch-dashboards
ports:
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- 5601:5601
expose:
- "5601"
environment:
OPENSEARCH_HOSTS: '["https://opensearch-node1:9200","https://opensearch-
node2:9200"]
networks:
- opensearch-net
logstash:
image: opensearchproject/logstash-oss-with-opensearch-output-plugin:7.13.2
container_name: logstash
ports:
- 5044:5044
volumes:
- type: bind
source: ./logstash/pipeline/logstash.conf
target: /usr/share/logstash/pipeline/logstash.conf
networks:
- opensearch-net

volumes:
opensearch-data1:
opensearch-data2:

networks:
opensearch-net:

[nsa 3anycka knactepa OpenSearch BbinonHaeTca criegytowiast Komanaa:
docker compose up -d -f /abc/bin/opensearch/docker-compose.yml
KpaTkoe onucaHne KOMMNOHEHTOB

opensearch-node1, opensearch-node2 — Hoabl OpenSearch (aHanor NoMCKOBOW CUCTEMBI
ElasticSearch) ytunuta nonHOTEKCTOBOro nomcka u aHanmTukn
opensearch-dashboards — Hopga oTaatowas Beb-nHtepdenc ana OpenSearch (aHanor
Kibana), koTopbI NO3BONSET B3aMMOLENCTBOBATL C JaHHbIMU, KOTOPbIE XPaHATCA B €ro
nHgekcax OpenSearch
logstash — Hoga c6opa, npeobpazoBaHMa U cOXpaHeHus B 06LLeM XpaHunuie cobbiTuim 13
pasnUYHbIX UCTOYHUKOB (hannbl, 6asbl AaHHbIX, FIO0MM 1 NP.) B peanbHOM BPEMEHM;
[nsa Hoabl logstash B dhanne /abce/bin/opensearch/logstash/pipeline/logstash.conf xpaHuTcs
dhann koHpurypaumm ans logstash. Cogepxumoe canna npusegeHo HUXe:
input {

beats {

port => 5044
}

}
filter {

grok {
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match => { "message” => "%{COMBINEDAPACHELOG}"}

}
}
output {
opensearch {
hosts => ["https://10.XX.XX.XX:9200"] # OpenSearch cluster IP address
ssl => true
ssl_certificate_verification => false
user =>"admin_user"
password =>"admin_password"

}
}

Ha cepBepe, ¢ kKoToporo, Heo6xo4MMO BbINONHATE COOp NOroB (B Hawlem crnyyae 310 Beb
cepBep) yctaHaBnuBaetcs FileBeat. FileBeat —areHT Ha cepBepax A5ns oTnpaBku pasnnyHbIX
TUMOB onepaTuBHbIX AaHHbIX B OpenSearch.
[nsa yctaHOBKM HEOBXOOUMO BbINOMNHUTE criegyowme 4ENCTBUS:
curl -L -O https://artifacts.elastic.co/downloads/beats/filebeat/filebeat-8.6.1-x86_64.rpm
mv filebeat-8.6.1-x86_64.rpm /abc/distr/
rpm -iv filebeat-8.6.1-x86_64.rpm
Mocne ycTaHOBKM cTanHOapTHbIM charn koHdurypauum /etc/filebeat/filebeat.yml Heobxoanmo
NpuUBECTU K JaHHOMY BMAY:
filebeat.inputs:
- type: filestream

id: my-filestream-id

enabled: true

paths:

- lvar/log/nginx/error*.log

# ==========—=—=—=—=—=—=—=—=—=—=—==—=—=—====== [jlebeat modules

filebeat.config.modules:
# Glob pattern for configuration loading
path: ${path.config}/modules.d/*.yml
# Set to true to enable config reloading
reload.enabled: false
# Period on which files under path should be checked for changes
#reload.period: 10s

# ======================= Elasticsearch template setting

setup.template.settings:
index.number_of_shards: 1
#index.codec: best_compression
# source.enabled: false
# ============—===—=—=—==—=—=—=—=—=—=—===—====== (General
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# The name of the shipper that publishes the network data. It can be used to group
# all the transactions sent by a single shipper in the web interface.
#name:

# The tags of the shipper are included in their own field with each
# transaction published.
#tags: ["service-X", "web-tier"]

# Optional fields that you can specify to add additional information to the
# output.

#fields:

# env: staging

# Logstash Output
output.logstash:

# The Logstash hosts

hosts: ["'suo3-agg6p:5044"]

processors:
- add_host_metadata:
when.not.contains.tags: forwarded
- add_cloud_metadata: ~
- add_docker_metadata: ~
- add_kubernetes_metadata: ~

Tak >xe HeobxoANMO BKNIOYUTL MOAYIb NOrMpoBaHusa nginx, Ans aToro Heob6xogumMo davin
kKoHdurypaumm /etc/filebeat/modules.d/nginx.yml npuBectn k cnegyroiemy suay:

# Module: nginx

# Docs: https://www.elastic.co/guide/en/beats/filebeat/main/filebeat-module-nginx.html

- module: nginx
# Access logs
access:

enabled: false

# Set custom paths for the log files. If left empty,
# Filebeat will choose the paths depending on your OS.
#var.paths:

# Error logs
error:
enabled: true

# Set custom paths for the log files. If left empty,
# Filebeat will choose the paths depending on your OS.
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#var.paths:

# Ingress-nginx controller logs. This is disabled by default. It could be used in Kubernetes
environments to parse ingress-nginx logs
ingress_controller:
enabled: false

# Set custom paths for the log files. If left empty,
# Filebeat will choose the paths depending on your OS.
#var.paths:

10. YCTAHOBKA APACHE AIRFLOW

YcrtaHoBka Airfllow BbinonHeHa cornacHo ovumnanbHON JOKYMEHTaunm npon3BoamTens:
https://airflow.apache.org/docs/apache-airflow/stable/howto/docker-compose/index.html .
Bbina BbinonHeHa noarotoska okpyxeHuns. Co3gaHbl nanku /abce/distr/airflow/ n
/abc/bin/airflow/.

B katanor /abc/distr/airflow/airflow_images 6binin ckonupoBaHbl 06pasbl, KOTOpblEe
Heobxoammbl ansa 3anycka cepsuca AirFlow: apache_airflow_2-5-1.tar, postgres_13.tar,
redis.tar. BeinonHeHa 3arpy3ka gaHHbIX 06pa3oB B okpykeHue docker:

docker load -i ./airflow_images/*.tar

B kaTanore /abc/bin/airflow 6bin cosgaH dann docker-compose.yaml co cneayowmm
COAEPKNMBIM:

# Licensed to the Apache Software Foundation (ASF) under one

# or more contributor license agreements. See the NOTICE file

# distributed with this work for additional information

# regarding copyright ownership. The ASF licenses this file

# to you under the Apache License, Version 2.0 (the

# "License"); you may not use this file except in compliance

# with the License. You may obtain a copy of the License at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# Unless required by applicable law or agreed to in writing,

# software distributed under the License is distributed on an

#"AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY

# KIND, either express or implied. See the License for the

# specific language governing permissions and limitations

# under the License.

#
# Basic Airflow cluster configuration for CeleryExecutor with Redis and PostgreSQL.
#
# WARNING: This configuration is for local development. Do not use it in a production
deployment.
#
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# This configuration supports basic configuration using environment variables or an .env file
# The following variables are supported:

#

# AIRFLOW_IMAGE_NAME - Docker image name used to run Airflow.

# Default: apache/airflow:2.5.1

# AIRFLOW_UID - User ID in Airflow containers

# Default: 50000

# AIRFLOW_PROJ_DIR - Base path to which all the files will be volumed.
# Default: .

# Those configurations are useful mostly in case of standalone testing/running Airflow in
test/try-out mode

#

# AIRFLOW_WWW_USER_USERNAME - Username for the administrator account (if
requested).

# Default: airflow

# AIRFLOW_WWW_USER_PASSWORD - Password for the administrator account (if
requested).

# Default: airflow

# PIP_ADDITIONAL_REQUIREMENTS - Additional PIP requirements to add when starting
all containers.
# Default: "
#
# Feel free to modify this file to suit your needs.
version: '3'
x-airflow-common:
&airflow-common
# In order to add custom dependencies or upgrade provider packages you can use your
extended image.
# Comment the image line, place your Dockerfile in the directory where you placed the
docker-compose.yaml
# and uncomment the "build" line below, Then run "docker-compose build" to build the
images.
image: ${AIRFLOW_IMAGE_NAME:-apache/airflow:2.5.1}
# build: .
environment:
&airflow-common-env
AIRFLOW__ CORE__EXECUTOR: CeleryExecutor
AIRFLOW__ DATABASE__SQL_ALCHEMY_CONN:
postgresql+psycopg?2://airflow:airflow@postgres/airflow
# For backward compatibility, with Airflow <2.3
AIRFLOW__CORE__SQL_ALCHEMY_CONN:
postgresql+psycopg?2://airflow:airflow@postgres/airflow
AIRFLOW__ CELERY__ RESULT_BACKEND:
db+postgresql://airflow:airflow@postgres/airflow
AIRFLOW__ CELERY__ BROKER _URL: redis://:@redis:6379/0
AIRFLOW__ CORE__ FERNET_KEY: "
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AIRFLOW__CORE__DAGS_ARE_PAUSED_AT_CREATION: 'true'
AIRFLOW__ CORE__LOAD_EXAMPLES: 'true'
AIRFLOW__ APlI__AUTH_BACKENDS:
‘airflow.api.auth.backend.basic_auth,airflow.api.auth.backend.session’
_PIP_ADDITIONAL_REQUIREMENTS: ${_PIP_ADDITIONAL_REQUIREMENTS:-}
volumes:
- ${AIRFLOW_PROJ_DIR:-.}/dags:/opt/airflow/dags
- ${AIRFLOW_PROJ_DIR:-.}/logs:/opt/airflow/logs
- ${AIRFLOW_PROJ_DIR:-.}/plugins:/opt/airflow/plugins
user: "${AIRFLOW_UID:-50000}:0"
depends_on:
&airflow-common-depends-on
redis:
condition: service_healthy
postgres:
condition: service_healthy

services:
postgres:

image: postgres:13

environment:
POSTGRES USER: airflow_user
POSTGRES PASSWORD: airflow_password
POSTGRES DB: airflow

volumes:
- postgres-db-volume:/var/lib/postgresql/data

healthcheck:
test: ["CMD", "pg_isready", "-U", "airflow"]
interval: 5s
retries: 5

restart: always

redis:

image: redis:latest

expose:
- 6379

healthcheck:
test: ["CMD", "redis-cli", "ping"]
interval: 5s
timeout: 30s
retries: 50

restart: always

airflow-webserver:
<<: *airflow-common
command: webserver
ports:

00O «2% bu Cun ContoweHc» 2023 29
Insight low code- MoaroToBKa cepsepa U yCTaHOBKA NPUIOXKEHUIM Ha cepBepe




[y INSIGHT

- 8080:8080
healthcheck:
test: ["CMD", "curl", "--fail", "http://localhost:8080/health"]
interval: 10s
timeout: 10s
retries: 5
restart: always
depends_on:
<<: *airflow-common-depends-on
airflow-init:
condition: service_completed_successfully

airflow-scheduler:
<<: *airflow-common
command: scheduler
healthcheck:
test: ["CMD-SHELL", 'airflow jobs check --job-type SchedulerJob --hostname
"$S{HOSTNAME}"]
interval: 10s
timeout: 10s
retries: 5
restart: always
depends_on:
<<: *airflow-common-depends-on
airflow-init:
condition: service_completed_successfully

airflow-worker:
<<: *airflow-common
command: celery worker
healthcheck:
test:
- "CMD-SHELL"
- 'celery --app airflow.executors.celery_executor.app inspect ping -d
"celery@$${HOSTNAME}"
interval: 10s
timeout: 10s
retries: 5
environment:
<<: *airflow-common-env
# Required to handle warm shutdown of the celery workers properly
# See https://airflow.apache.org/docs/docker-stack/entrypoint.html#signal-propagation
DUMB_INIT_SETSID: "0"
restart: always
depends_on:
<<: *airflow-common-depends-on
airflow-init:
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condition: service_completed_successfully

airflow-triggerer:
<<: *airflow-common
command: triggerer
healthcheck:
test: ["CMD-SHELL", 'airflow jobs check --job-type Triggererdob --hostname
"$S{HOSTNAME}"]
interval: 10s
timeout: 10s
retries: 5
restart: always
depends_on:
<<: *airflow-common-depends-on
airflow-init:
condition: service_completed_successfully

airflow-init:
<<: *airflow-common
entrypoint: /bin/bash
# yamllint disable rule:line-length
command:
--C
- |
function ver() {
printf "%04d%04d%04d%04d" $${1//./ }
}
airflow_version=$$(AIRFLOW__LOGGING__LOGGING_LEVEL=INFO && gosu airflow
airflow version)
airflow_version_comparable=$$(ver $${airflow_version})
min_airflow_version=2.2.0
min_airflow_version_comparable=$$(ver $${min_airflow_version})
if (( airflow_version_comparable < min_airflow_version_comparable )); then
echo
echo -e "\033[1;31mERROR!!!: Too old Airflow version $${airflow_version}'\e[Om"
echo "The minimum Airflow version supported: $${min_airflow_version}. Only use this
or higher!"
echo
exit 1
fi
if [ -z "${AIRFLOW_UID}" ]; then
echo
echo -e "\033[1;33mWARNING!!!: AIRFLOW_UID not set\e[Om"
echo "If you are on Linux, you SHOULD follow the instructions below to set "
echo "AIRFLOW_UID environment variable, otherwise files will be owned by root."
echo "For other operating systems you can get rid of the warning with manually
created .env file:"
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echo" See: https://airflow.apache.org/docs/apache-airflow/stable/howto/docker-
compose/index.html#setting-the-right-airflow-user"
echo
fi
one_meg=1048576
mem_available=$$(($$(getconf _PHYS PAGES) * $$(getconf PAGE_SIZE) /
one_meg))
cpus_available=$$(grep -cE 'cpu[0-9]+' /proc/stat)
disk_available=$$(df / | tail -1 | awk {print $$4}")
warning_resources="false"
if (( mem_available <4000 )) ; then
echo
echo -e "\033[1;33MmWARNING!!!: Not enough memory available for Docker.\e[Om"
echo "At least 4GB of memory required. You have $$(numfmt --to iec
$$((mem_available * one_meg)))"
echo
warning_resources="true"
fi
if (( cpus_available < 2 )); then
echo
echo -e "\033[1;33mWARNING!!!: Not enough CPUS available for Docker.\e[Om"
echo "At least 2 CPUs recommended. You have $${cpus_available}"

echo
warning_resources="true"

fi

if (( disk_available < one_meg * 10 )); then
echo

echo -e "\033[1;33MmWARNING!!!: Not enough Disk space available for Docker.\e[Om"
echo "At least 10 GBs recommended. You have $$(numfmt --to iec $$((disk_available
*1024 )"
echo
warning_resources="true"
fi
if [ $${warning_resources} == "true" ]]; then
echo
echo -e "\033[1;33mWARNING!!: You have not enough resources to run Airflow (see
above)\e[Om"
echo "Please follow the instructions to increase amount of resources available:"
echo " https://airflow.apache.org/docs/apache-airflow/stable/howto/docker-
compose/index.html#before-you-begin"
echo
fi
mkdir -p /sources/logs /sources/dags /sources/plugins
chown -R "${AIRFLOW_UID}:0" /sources/{logs,dags,plugins}
exec /entrypoint airflow version
# yamllint enable rule:line-length
environment:
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<<: *airflow-common-env
_AIRFLOW_DB_UPGRADE: 'true'
_AIRFLOW_WWW_USER_CREATE: 'true'
_AIRFLOW_WWW_USER_USERNAME: ${ AIRFLOW_WWW_USER_USERNAME:-
airflow}
_AIRFLOW_WWW_USER_PASSWORD: ${ AIRFLOW_WWW_USER_PASSWORD:-
airflow}
_PIP_ADDITIONAL_REQUIREMENTS: "
user: "0:0"
volumes:
- ${AIRFLOW_PROJ_DIR:-.}:/sources

airflow-cli:
<<: *airflow-common
profiles:
- debug
environment:
<<: *airflow-common-env
CONNECTION_CHECK_MAX_COUNT: "0"
# Workaround for entrypoint issue. See: https://github.com/apache/airflow/issues/16252
command:
- bash
--C
- airflow

# You can enable flower by adding "--profile flower" option e.g. docker-compose --profile
flower up
# or by explicitly targeted on the command line e.g. docker-compose up flower.
# See: https://docs.docker.com/compose/profiles/
flower:
<<: *airflow-common
command: celery flower
profiles:
- flower
ports:
- 5555:5555
healthcheck:
test: ["CMD", "curl", "--fail", "http://localhost:5555/"]
interval: 10s
timeout: 10s
retries: 5
restart: always
depends_on:
<<: *airflow-common-depends-on
airflow-init:
condition: service_completed_successfully
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volumes:
postgres-db-volume:

OTOT hann pasBepTbiBaET CreayroLlme KOMNOHEHTbI:
airflow-scheduler — NnaHMpPoOBLUKK, BbINOAHAET MOHUTOPUHT BCeXx 3agaHnn n DAG oB, n
3anyckaeT 3agaHue, Koraa ero 3aBMCcMMOCTU 3aBEPLUEHDI.

airflow-webserver — Beb nHtepdeic, kotopbin nyénmkyetca Ha nopty 8080 -
http://localhost:8080.
airflow-worker — ncnonHuTenb, BLINOSTHAET 3a4aHUs NoslyvYeHHble OT NilaHUPOBLLKKA.
airflow-triggerer - Tpurrep 3anyckaeT LMK cobbiTUI AN OTNOXEHHbIX 3a4au.
airflow-init — Cnyx6a nHnynanusauum airflow.
postgres — B[] postgres.
redis - The redis - 6pokep, BbINONHAET Nepechisiky COOBLLEHMI OT NIIAaHNPOBLLMKA K
NCNOSTHUTENIO.
My6nukaunsa npunoxeHns
Ana nybnukauumn npunoxeHus Ha Beb cepsepe B kaTanore /etc/nginx/conf.d/ cosgaem dann
airflow.conf ¢ Takum cogepXnMmbim:
server {

listen 443 ssl http2 ;

server_name af. XXX.YYY.ru;

ssl_certificate /abc/conf/cert/fullchain.crt;

ssl_certificate_key /abc/conf/cert/private.key;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

ssl_ecdh_curve secp384r1;

ssl_session_cache shared:SSL:10m;

ssl_session_tickets off;

ssl_stapling_verify on;

resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";

add_header X-Content-Type-Options nosniff;

client_max_body_size 1000M;

proxy_read_timeout 60m;

proxy_send_timeout 60m;

location / {
proxy_pass http://10.206.212.132:8080;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add _x_forwarded_for;
proxy_set _header X-Forwarded-Proto "https";

}

3aTem BbINOMHAETCA NpoBepKa KoHdUrypaumm nginx u neperpyska Beb cepeepa B criyvyae
yAa4HOoM NpPoBEPKM crnegyowmMmn KoMaHaamu:

nginx —t

nginx —s reload
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Mocne yero Airflow 6ygeT goctyneH no agpecy https://af. XXX.YYY.ru/

11. YCTAHOBKA APACHE NIFI

Cospgante CTpPyKTYpy nanok KoMaHaown:
mkdir -p /abc/bin

CkavanTte n pacnakymnte apxms ¢ OpendDK B nanky /abc/bin/java :
curl -O https://goodt_Its.hb.bizmrg.com/bin/jdk-8u301-linux-x64.tar.gz
tar xzfv jdk-8u301-linux-x64.tar.gz

mv jdk1.8.0_301 /abc/bin/java

Cospgante cuMBOMYeECKyo ccbinky /usr/bin/java :
In -s /abc/bin/javal/bin/java /usr/bin/java

3apaiTe 3HadyeHune rnobansHon nepemenHon $JAVA HOME :
echo 'export JAVA_HOME=/abc/bin/java’ >> ~/.bashrc
source ~/.bashrc

Ckavante n pacnakynte apxmB c NiFi, nepemectute pacnakoBaHHyto narnky B /abc/bin/nifi

curl https://archive.apache.org/dist/nifi/1.15.0/nifi-1.15.0-bin.tar.gz -O
tar xzfv nifi-1.15.0-bin.tar.gz
mv nifi-1.15.0 /abc/bin/nifi

BeinonHute yctaHoBky cepsuca NiFi ana systemd u 3anyctute NiFi kak cepBuc:
/abc/bin/nifi/bin/nifi.sh install

systemctl daemon-reload

systemctl enable nifi

systemctl start nifi

Ho6aebTe nokanbHbIN IP agpec B /etc/hosts
nano /etc/hosts
10.x.x.x test-nifi.goodt.me

Otpepaktupymnte cpann nifi.properties
nano /abc/bin/nifi/conf/nifi.properties

OTtpepaktupynte 6nokm nifi.web.https.host=127.0.0.1 nifi.web.https.port=8443
nifi.web.https.host=test-nifi.goodt.me
nifi.web.https.port=8080
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* HeobxoomMmMo NnponsBeCTy MPOMEXYTOYHYIO YNakoBKy B KOHTenHep PKCS12:
openssl pkcs12 -export -out nifi.p12 -inkey private.key -in fullchain.crt -name nifi-key
lMepen cospgaHuem koHTenHepa PKCS12 y Bac cnpocar naponb Ans
rnocriefytoLLero akcnopTa.
= CreHepupynTe HaZeXHbl Naposib U BBEOUTE €ro.

» Heobxogumo chopmuposatb Java Keystore ns PKCS12 koHTenHepa:
keytool -importkeystore -srckeystore nifi.p12 -srcstoretype pkcs12 -srcalias nifi-key -
destkeystore keystore.jks -deststoretype jks -destalias nifi-key

= Beeaute naponb Ans 3KCnopTa, KOTOPbIM yKkasanu Ha npegbligywem ware. Hanee
creHepupymnTe HagexHbln naponb Ana camoro Java Keystore, BBeguTe ero.

= Heobxogmmo cchopmupoBaTh Java Truststore:
keytool -importcert -alias nifi-cert -file cacert.pem -keystore truststore.jks

= [losButca 3anpoc napons ana Java Truststore. CreHepupyinte HagexHbl Naponb u
BBeauTe ero. PaspeluaeTtcsa ncnonb3oBatb OAWH M TOT Xe Naponb ana Keystore n ons
Truststore.

» [Mony4yeHHble JKS koHTenHepbl HeO6Xx0aMMO ckonmpoBaTb Ha cepsepbl ¢ NiFi, rae Begetca
paspaboTka, Ha npoaykToBbir NiFi 1 Ha cepsep ¢ NiFi Registry, pasamectus nx no nyTu:
/abc/bin/conf/cert/

» [Ina 3aBepwenna Hactporkn NiFi Ha cepBepe, raoe Begetcs paspaboTka, Heob6xoammo
oTpepaktnpoBatb  daun  /abc/bin/nifi/config/nifi.properties, npuBeas  3HadeHuA
napameTpoB K BMAy:
nifi.web.https.host=test-nifi.goodt.me
nifi.web.https.port=8080
# security properties #
nifi.security.keystore=/abc/bin/conf/cert/keystore.jks
nifi.security.keystoreType=jks
nifi.security.keystorePasswd=sF9ZCZvX#9rKHQY-Jv1PSx%IXpeGZ4@nwrO
nifi.security.truststore=/abc/bin/conf/cert/truststore.jks
nifi.security.truststore Type=jks
nifi.security.truststorePasswd=sF9ZCZvX#9rKHQY-Jv1PSx%IXpeGZ4@nwrO

» He 3abygbte 3ameHuTb naponb SFIZCZvX#IrKHQY-JvIPSx%IXpeGZ4@nwrO Ha
AEeNCTBUTENbHbINA, CTeHEPUPOBAaHHbLIN BaMU.
* Heobxogumo gobasuTb nonb3osaTtens ang ynpasnexHus NiFi:
/abc/bin/nifi/bin/nifi.sh set-single-user-credentials nifi_admin PASSWORD
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= [locne 4ero, Heobxoaumo nepesarpy3untb cepsuc NiFi:
systemctl restart nifi

= [lpoBeputb pabotocnocobHocTb no agpecy https://test-nifi.,goodt.me:8080/ BBeas
AaHHble, co34aHHOro paHee nons3osartens nifi_admin.

12. YCTAHOBKA KEYCLOAK

NHCTpyKUuMs onucbiBaeT crieayowme warm:
= CospgaHune 6a3bl JaHHbIX;

= YcTaHoBKa 1 HacTpouka Keycloak;

= CosgaHue realm yepes MMNopT;

= Hactpowka peBepc-npokcu B Nginx.

COrmAweHUE O POPMATUPOBAHUN K UMEHOBAHWUA

* VmeHa 0GBHEKTOB, NEpeMeHHbIX U UX 3HadeHusi, napameTtpbl, URL, nytn B channoson
cucTemMe, KOMaHabl U ONPEKTUBBLI BbIAENAIOTCA pa3MeTkon "Ko4 B CTPOKY", Hanpumep:
https://someurl.com , variable = value

» YcraHaBnuBaemas Bepcus Keycloak: 15.0.2

= URL y3na, Ha koTopom ycTaHoBneH Keycloak: http://auth.corp.ru/

= Agpec v nopt CYB[: http://db.corp.ru:5432

*  Wma 6a3bl gaHHbIX 4na npynoxennsa: keycloak

*  Vma nonb3oBatensa Ana nogkniodeHns Kk 6ase gaHHblx: keycloak _user

= [laponb nonb3oBatens keycloak_user : $7rOn6pP@s2WrD

=  @ann SSL-cepTudmkata pacnonoxeH no nytu: /abc/conf/cert/fullchain.crt

= Gann npmBaTtHOro  knw4va K  SSL-cepTudumkaty  pacnoriokeH nNo  nyTu:
/abc/conf/cert/private.key

12.1.  CO3OAHUME BA3bl JAHHbIX

B koHconu psql BbINONHUTE KOMaHAb!:
CREATE DATABASE keycloak;
CREATE USER keycloak_user WITH ENCRYPTED PASSWORD '$7rOn6pP@s2WrD';
GRANT ALL PRIVILEGES ON DATABASE keycloak TO keycloak_user;
\c keycloak;
GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO keycloak_user

12.2.  YCTAHOBKA /1 HACTPOWKA KEYCLOAK

1. MNoparoToBbTE CTPYKTYPY Nanok:
mkdir -p /abc/bin /abc/conf/nginx
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2. na pabotbl TpebyeTtcsa Java. Ckadanmte u pacnakymte apxmB ¢ OpenJDK B nanky
/abc/bin/java :
curl -O https://goodt_Its.hb.bizmrg.com/bin/jdk-8u301-linux-x64.tar.gz
tar xzfv jdk-8u301-linux-x64.tar.gz
mv jdk1.8.0_301 /abc/bin/java
3. Cospante cuMBOMMYECKYHO CCbINKy /usr/bin/java :
In -s /abc/bin/javal/bin/java /usr/bin/java

4. 3apaiTe 3Ha4yeHue rnobansHon nepemeHHon $JAVA HOME :
echo 'export JAVA_HOME=/abc/bin/java’ >> ~/.bashrc
source ~/.bashrc

5. CkavyanTe apxuB n pacnakynte ero B nanky, otkyaa 6yaet npom3BoanTbCAa 3anyck:
wget https://github.com/keycloak/keycloak/releases/download/15.0.2/keycloak-
15.0.2.tar.gz
tar xzfv keycloak-15.0.2.tar.gz
mv keycloak-15.0.2 /abc/bin/keycloak

6. BbinonHute HacTponky ons pabotbl 3a pesepc-npokcu. [Npegnonaraetcs, 4to Keycloak

yCTaHOBIIEH B /abc/bin/keycloak. OTtpepakTupymnte Gann
/abc/bin/keycloak/standalone/configuration/standalone.xml. Hangute ctpoky:
/abc/bin/keycloak

/abc/bin/keycloak/standalone/configuration/standalone.xmi
<http-listener name="default" socket-binding="http" redirect-socket="https" enable-
http2="true"/>

7. NobaBbTe B Hee napameTp proxy-address-forwarding="true" , 4yTobbl CTpOKa NpuHANa
Takon BuA;:
<http-listener name="default" socket-binding="http" redirect-socket="https" enable-
http2="true" proxy-address-forwarding="true" />

8. BbinonHute HacTpouky ucnonb3oBaHus PostgreSQL B kayecTBe MCTOYHMKA [OaHHbIX.
Ckavante jdbc-gpavisep B nanky
/abc/bin/keycloak/modules/system/layers/keycloak/org/postgresqgl/main :
mkdir -p /abc/bin/keycloak/modules/system/layers/keycloak/org/postgresql/main
cd /abc/bin/keycloak/modules/system/layers/keycloak/org/postgresqgl/main
wget https://jdbc.postgresql.org/download/postgresql-42.2.16.jar

9. Cospante dann
/abc/bin/keycloak/modules/system/layers/keycloak/org/postgresqgl/main/module.xml co
crneayrowmnmM coaep>KUMbIM:
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<?xml version="1.0" 7>
<module xmiIns="urn:jboss:module:1.3" name="org.postgresql">
<resources>
<resource-root path="postgresql-42.2.16.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

10.OTKpOUTE Ha pedakTupoBaHue ann
/abc/bin/keycloak/standalone/configuration/standalone.xml . Hangute cekuunto
<datasources> . 3aKOMMEHTUPYNTE COAEPKUMOE CEKLIUN HACTPOEK UCTOMHMKA AAaHHbIX
no ymonyaHuto ¢ umeHem KeycloakDS :
<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true" statistics-
enabled="${wildfly.datasources.statistics-
enabled:${wildfly.statistics-enabled:false}}">
<connection-
url>jdbc:h2:${jboss.server.data.dir}/keycloak,AUTO_SERVER=TRUE</connection-
url>
<driver>h2</driver>
<security>
<user-name>sa</user-name>
<password>sa</password>
</security>
</datasource>

11.Jo6aBbTe HacTponkn noakntoyeHns k PostgreSQL, ntoroebin BuA:
<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-
name="KeycloakDS"
enabled="true" use-java-context="true">
<connection-url>jdbc:postgresql://db.corp.ru:5432/keycloak</connection-url>
<driver>postgresql</driver>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>keycloak _user</user-name>
<password>3$7rOn6pP@s2WrD</password>
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</security>
</datasource>
<l--
<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true" statistics-
enabled="${wildfly.datasources.statistics-
enabled:${wildfly.statistics-enabled:false}}">
<connection-
url>jdbc:h2:${jboss.server.data.dir}/keycloak,AUTO_SERVER=TRUE</connection-
url>
<driver>h2</driver>
<security>
<user-name>sa</user-name>
<password>sa</password>
</security>

</datasource>
-—>>

12. [lo6aBbTe B cekumo <drivers> noacekuuto:
<driver name="postgresql" module="org.postgresql">
<xa-datasource-class>org.postgresql.xa.PGXADataSource</xa-datasource-class>
</driver>

13. Cospgante unit-dpann /etc/systemd/system/keycloak.service ans systemd :
[Unit]
Description=Keycloak
After=network.target
[Service]

Type=simple
Restart=always
User=root
Group=root
ExecStart=/abc/bin/keycloak/bin/standalone.sh -b 0.0.0.0
[Install]
WantedBy=multi-user.target

14.MNepesanyctute cnyx0by systemd :
systemctl daemon-reload

15. Bkntounte aBTo3anyck cepsuca Keycloak:
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systemctl enable keycloak

16.3anyctute cepsuc Keycloak:
systemctl start keycloak

12.3. POBEPKA PABOTOCITOCOBHOCTH

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLeHHOro NnpunoXXeHus, BoiNOMHNB
KomMaHAay:
curl localhost:8080

HwxenpreegeHHbIN OTBET roBOPUT 06 YCNELIHOM CTapTe NPUMOXEHUS:
<l--
~ Copyright 2016 Red Hat, Inc. and/or its affiliates
~ and other contributors as indicated by the @author tags.
~ Licensed under the Apache License, Version 2.0 (the "License");
~ you may not use this file except in compliance with the License.
~ You may obtain a copy of the License at

~

~ http://www.apache.org/licenses/LICENSE-2.0
~ Unless required by applicable law or agreed to in writing, software
~ distributed under the License is distributed on an "AS IS" BASIS,

~WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
~ See the License for the specific language governing permissions and
~ limitations under the License.
-—->
<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<head>
<meta http-equiv="refresh" content="0; url=/auth/" />
<meta name="robots" content="noindex, nofollow">
<script type="text/javascript">
window.location.href = "/auth/"
</script>
</head>
<body>
If you are not redirected automatically, follow this <a href="/auth'>link</a>.
</body>
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12.4. CO3O0AHVME REALM YEPES3 UMITOPT

—

. Ckavante chann nmnopra: https://goodt_lIts.hb.bizmrg.com/txt/rostalent.json

[Mepengute B naHenb agMmuHUcTpupoBaHus Keycloak, BbINOMHMB BXO4 MO YYEeTHOW
3anucblo ¢ NpaBaMyn agMUHUCTpaTopa.

HaxmuTte Ha Select realm B neBon BepxHen 4yacTu OKHa.

Haxmute Add realm.

Haxmute Select file.

B omnanoroBom okHe BbiGepuTe ckadaHHbIN Bbiwe hann nmnopTa rostalent.json.

B none Name BBeauTte xxenaemoe nms realm'a. Hanpumep, rostalent.

Haxmunte Ha kHonky Create.

HoxauTtecb coobeHunsa 06 ycnewHom 3aBepLUeHn uMnopTa.

N

©X® N Ok

12.5.  HACTPOWKA PEBEPC-NPOKCW ONA KEYCLOAK

—

. JobasbTe cnegytowme 6nokun B havin koHgurypaumm Nginx:
upstream keycloak {
server localhost:8080;

}

server {
listen 9443 ssl http2 ;
listen [::]:9443 ssl http2 ;

ssl_certificate /abc/conf/cert/fullchain.crt;

ssl_certificate_key /abc/conf/cert/private.key;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

ssl_ecdh_curve secp384r1;

ssl_session_cache shared:SSL:10m;

ssl_session_tickets off;

ssl_stapling on;

ssl_stapling_verify on;

resolver 77.88.8.8 77.88.8.1 valid=300s;

resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000;
includeSubdomains; preload";

add_header X-Content-Type-Options nosniff;

client_max_body_size 1000M;

proxy_read_timeout 60m;

proxy_send_timeout 60m;

location / {
proxy_set_header Upgrade $http_upgrade;
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proxy_set_header Connection "upgrade”;

proxy_set_header X-Real_IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy add_x forwarded_for;
proxy_set_header Host $http_host;

proxy_set _header X-NginX-Proxy true;

proxy_set_header X-Forwarded-Proto $scheme; #be3 atoro 63k otaaet

Bce no http
real_ip_header X-Real-IP;
proxy_pass http://keycloak;
proxy_redirect off;
}
}

2. Tllepesanyctute Nginx:
sudo nginx -s reload
3. locne atoro Keycloak 6yaet goctyneH no agpecy: https:/<eawcepeep>:9443
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13.  YCTAHOBKA MPUNOXXEHWUW HA OTOENbHbIX
BM

13.1.  HACTPOWKA KOHHEKTOPA C RSA KMKOYAMU

[Mpn ncnonb3oBaHUN BHELLHUX CUCTEM aBTopu3aunn ans opmupyembix B CYT1 npunoxeHusx
HeobXxo4MMO yuMTbIBaTb UCMONb30BaHNe RSA knto4ver - HUxe onMcaHa npouenypa HacTpOorKn
KOHHEKTopa ANns  WUCNOSfb30BaHUS  BHELIHMX CUCTEM aBTopu3auuu (Ha npumepe
moanduumposaHHoro Keycloak ¢ ncnonssoaHnem RSA knioya).

-V Krto4:/abc/conf/keys/kroy

-e RTL KEY RSA=xnwou

13.2.  YCTAHOBKA SDK RTL-DREMIO-CONNECTOR

Ana 3anycka B Docker BbINONHUTL cnegyoLyo KoMaHay:
1. B cosgaHHbI cbann Heobxoaumo 4obaBuTb COAEPKMMOE:
docker run -d --name=dremio-connector -p 4400:4400 \
-e "RTL_DREMIO_USER=dremio_admin"\
-e "RTL_DREMIO_PASS=$7roNgP@s$w0r9" \
-e "RTL_DREMIO _HQOST=172.20.55.241" \
-e "RTL_DREMIO_PORT=31010"\
-e "RTL_APP_PORT=4400"\
https.// XXX.YYY.ru/repository/docker/v2/rtl-dremio-connector/rtl-dremio-
connector:164_master \
--bind=0.0.0.0/0
2. HasHnavaem cpanny atpubyT "ucnonHsembin":
sudo chmod +x /abc/distr/scripts/dremio-connector.sh

13.3. YCTAHOBKA GOODT-EDITOR PEOAKTOP

YcTaHoBKa NnpunoXxeHnda cBOANTCA K cneayrwnm waram:

CosgaHue 6a3bl AaHHbIX.
CospgaHve pasBepTbiBaHUS.
CospgaHune cepsuca.
HacTponka nHrpecca.

A\

COrmMALWweHUE O »OPMATUPOBAHUN U UMEHOBAHUW.

e VimeHa 00ObeKkTOB, NEpeMeHHbIX U UX 3Ha4veHus, napametpbl, URL, nytn B dhannoson
cucteMe, KOMaHAbl UM OMPEKTMBbI  BbIOENATCA pa3MeTkoM "kod B CTPOKY",
Hanpumep: https://someurl.com, variable = value
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e Afpec v nNopT, Ha KOTOPOM pacnonaraeTcs npunoxenuwe: https://rtl.corp.ru
e URL, no kotopomy goctyrnHo API npunoxenus: https://rtl.corp.ru/api
e URL, no koTopoMy OOCTyrneH BCTPOEHHbIN player npunoxeHus: https://rtl.corp.ru/player

e URL, no kotopomy AocCTynHo npurnoxeHue dremio-connector: https://rtl.corp.ru/dremio-
connector

e URL, no koTopomMy gocTyrnHo npunoxeHue Dremio: http://agg.corp.ru:9047

e [laponb nonb3oBaTtens ans NoaKIoYeHNs K B[ sup_editor 8 CYbBO
MySQL: $7rOn6pP@s2WrD

e Homep Bepcum npunoxeHus: 555 _master

o |P-agpec CYBO MySQL: 70.0.0.15

e Homep Bepcum npunoxeHus: 555 _master

e [lanka Ha NokanbHOM cepBepe Ana XpaHeHUs1 KOHTeHTa: /abc/data/editor
o dann SSL-cepTudukaTa pacnonoxeH no nyTtun: /abc/conf/cert/fullchain.crt

o ®aunn npuBaTHOrO Kriouda K SSL-ceptudukaTty pacnonoxeH no
nyTun: /abc/conf/cert/private.key

o  dannbl KoHuUrypaumm Nginx pacrnonoxeHbl No NyTu: /abc/conf/nginx
3ANYCK NPUNOXXEHUSA.

[o6aebTe penosuTtopui docker-o6pasos Goodt:
docker login https://IXXX.YYY.ru

BbinonHute KOMaHAay:

docker run -d --name=rtl-goodteditor-editor \
-p 8090:80 \
-v /abc/data/editor./abc/data/upload \
-e "RTL_DREMIO_URL=https://rtl.corp.ru/dremio-connector” \
-e "RTL_DREMIO_Ul=http://agg.corp.ru:9047" \
-e "RTL_API_URL=https://rtl.corp.ru/api/” \
-e "RTL_PLAYER_URL=https://rtl.corp.ru/player/" \
-e "RTL_SUP_DB _PASS=<naponb>\"\
-e "RTL_SUP_DB HOST=10.0.0.15"\
XXX.YYY.ru /repository/docker/v2/rtl-goodteditor-editor/rtl-goodteditor-
editor_b107_f617_1.2.0-101_insight:408

13.4.  3AMYCK MPUNOXEHWNW

Heobxoaumo 3anyCcTntb NPUOXEHUS B CrieaytoLem nopsake:
1. NIFI;
2. SDK rtl-dremio-connector;
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3. rtl-goodteditor-player;
4. Goodt-editor pegaktop.

[nsa 1o TpebyeTcs BbINONHUTD HMKEYKa3aHHbIE KOMaHAbI:
cd /abc/distr/scripts

/nifi.sh

Jdremio.sh

Jdremio-connector.sh

Jeditor.sh

/player.sh

14.  OENJNIOWV PEOAKTOPA INSIGHT LOW CODE
14.1.  TOArOTOBKA K YCTAHOBKE

Ang yctaHoBku Insight low code Tpebyetcsa B[] postgres, umsa 6a3bl N0 ymonyaHuio
"supeditor", nms nonb3oBaTend no ymonyanuio "supeditor_user”

CREATE DATABASE supeditor;

CREATE USER supeditor_user WITH ENCRYPTED PASSWORD '{{ supeditor_user_pass
1,

GRANT ALL PRIVILEGES ON DATABASE supeditor TO supeditor_user;

\c supeditor;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO supeditor_user;

[na 3anycka pegakropa He0bXoAUMO HanMyune crneayrLmnx gannos KOHUrypaumm:
application-customization.yml - cogepxuT HacTporku 6akeHaa

production.json - cogepXuT HaCTPOWKN pefakropa

worker.json - coaepXuT HacTPOWKN aBTopu3aumm pegakropa

production.local.json (nneepa)- coaepXuT HAaCTPOWKKU nreepa

CospganTe nanku:
mkdir -p /abc/conf/ /abc/data/supeditor

14.2. YCTAHOBKA B DOCKER

Heobxogumo co3aath 4 danna KoHurypaumin n 3anycTuTb KOHTEPUHEP C YKa3aHHbIMMN
napamMmeTpamu.

1. ®ann application-customization.yml cogepxuT HacTpounkun 6akeHaa
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PacnonoxeHue: /abc/app/goodt/backend/application-customization.ymi

B Hem npucCyTCTBYIOT NEPEMEHHbIE:

{{DB_URLY}} - jdbc agpec nogxkntoyeHus k B (Hanpumep,
jdbc:postgresaql://db.corp.ru:5432/supeditor)

{{DB_USERY}} - nmsa nons3osatensa b

{{DB_PASS}} - naponb nons3osatens b

{{KCLK_URL}} - URL-agpec keycloak

{{KCLK_REALM}} - nmsa realm

{{KCLK_CLID}} - ID knueHTa

{{KCLK_CLSECRET}} - secret knveHTa

{{KCLK_USERY}} - nonb3osaTtensb keycloak

{{KCLK_PASS}} - naponb nons3oBatens keycloak

[MNepemeHHble OOMKHbI OblTb 3aMeHeHbI BMeCTe C (hurypHbIMmn ckobKammn Ha HaCTPOWKK
cTeHaa.

Cospgante B nanke /abc/conf/ dpann application-customization.yml cnegytoluero cogepxxaHus,
3aMeHMB NePEMEHHbIE:

spring:
profiles: customization
jpa:
show-sql: true
properties:
hibernate:

format_sql: true
enable_lazy load_no_trans: true
naming:
physical-strategy:
com.goodt.drive.orgstructure.application.utils.SnakePhysicalNamingStrategy
hibernate:
ddl-auto: none
database-platform: org.hibernate.dialect.PostgreSQL9Dialect
datasource:
driver-class-name: org.postgresql.Driver
url: {{DB_URL}}
username: {{DB_USER}}
password: {{DB_PASS}}
liquibase:
change-log: classpath:db/changelog/changelog.xml
appConfig:
orgstructure-service:
host: {{BACKEND_ORGSTRUCTURE_URL}}
tasksetting-service:
host: {{BACKEND_TASKSETTING_URL}}
version: 1.0_alpha
environment: ${spring.profiles}
dbDriver: ${spring.datasource.driver-class-name}
dbUrl: ${spring.datasource.url}
dbUsername: ${spring.datasource.username}
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dbPassword: ${spring.datasource.password}
keyCloak:
using:
baseUrl: {{KCLK_URL}}/auth/realms/{{KCLK_REALM}}
clientld: {{KCLK_CLID}}
clientSecret: {{KCLK_CLSECRET}}
serviceUsername: {{KCLK_USER}}
servicePassword: {{KCLK_PASS}}
api: {{KCLK_URL}}/auth/admin/realms/{{KCLK_REALM}}

security:
basic:
enabled: false
oauth2:
client:
clientld: ${appConfig.keyCloak.using.clientld}
clientSecret: ${appConfig.keyCloak.using.clientSecret}
accessTokenUri: ${appConfig.keyCloak.using.baseUrl}/protocol/openid-
connect/token
userAuthorizationUri: ${appConfig.keyCloak.using.baseUrl}/protocol/openid-
connect/auth
authorizedGrantTypes: code token
scope: local

username: ${appConfig.keyCloak.using.serviceUsername}
password: ${appConfig.keyCloak.using.servicePassword}
resource:
userinfoUri: ${appConfig.keyCloak.using.baseUrl}/protocol/openid-connect/userinfo
app:
logging:
path: /abc/logs/supeditor
project:
path: /abc/data/supeditor

2.1 ®aun production.local.json (production.local.json npu MoOHTMpoOBaHWUN)
/abc/app/goodt/player/config/production.local.json - cogepXuT HacTponkn nneepa
B HeM npucyTcTBYIOT NEepeMeHHbIe:

{{DREMIO_URL}} - URL-agpec opemMuno-KoHHeKTopa

Cospgante B nanke /abc/conf/ pann production.json cnegytoLlero cogepxaHus, 3ameHns

nepeMeHHbIE:
{
Ilapill: {
"wfm": {
"baseURL": "http://localhost:8080"
|3
"dremio": {
"baseURL": "{DREMIO_URL}}"
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}
13
"services": [
{
"id": "Dremio",
"options": {
"baseURL": "{DREMIO_URL}}"
}
}
],
"assets": {
"cacheKey": ""
I3
"log" {
"routeMonitor": {
"enabled": false,
"url": "https://localhost:3000/ping"
}
}
}

2.2 ®ann worker.json

/abc/app/goodt/editor/config/worker.json - cogepXuT HaCTPOMKN aBTopmU3aLmm pegakropa
B HeM npucyTcTBYIOT NEepeMeHHbIe:

{{KCLK_URL - URL}} -agpec keycloak

{{KCLK_REALM}} - ums realm

{{API_URL}} - agpec API 63keHaa, ykasbliBaeTcs 6e3 aHgnovHTa /api

{{KCLK_CLID}} - ID knueHTta

MNMepeMeHHble A0MKHbI OblTb 3aMeHeHbl BMecTe ¢ (OUrypHbIMIU CKOOKaMU Ha HACTPOMNKM
cTeHaa.

Cospgante B nanke /abc/conf/ pann worker.json cnegyrollero cogepxaHusi, 3aMeHuB
nepemMeHHble:

{

"auth"; {
"url"; "{{KCLK_URL}}/auth/",
"realm”: "{{KCLK_REALM}}",
"clientld"; "{{KCLK_CLID}}"

2
"api": {
"url": "{{API_URL}}"
}
}
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3. ®ann HacTpownku lNneepa:

/abc/app/goodt/editor/config/production.local.json - cogepXxnt HacTporku nneepa
B HeM npucyTcTBYIOT NEepeMeHHbIe:

{{API_URL}} - agpec API 63keHaa, ykasbiBaeTcs 6e3 aHgnovHTa /api
{{DREMIO_UI}} - URL-agpec Beb-nHTepderca Dremio

{{DREMIO_URL}} - URL-agpec opemuno-koHHeKTopa

{{PLAYER_URL}} - URL-agpec nneepa

[MNepemeHHble OOMKHbI OblTb 3aMeHeHbI BMECTe C (huUrypHbIMmn ckobKammn Ha HaCTPOWKM
cTeHAa.

CospganTe B nanke /abc/conf/ pann production.local.json crniegytollero cogepxaHus,
3aMeHMB NePEMEHHbIE:

{
"api": {

"http": {

"baseURL": "{{API_URL}}/api/",
"timeout": 360000,
"withCredentials": false

b

"wfm": {

"baseURL": "http://localhost:8080/"
¥

: remio": {

"uilrl": "{{DREMIO_UI}}"
}

12

"services": [

"id": "Dremio",

"options": {

"baseURL": "{DREMIO_URL}}"
}
}
]

,player": {
"url": "{{PLAYER_URL}}"
}

idget-editor": {
"url": "http://localhost:8080/#",
"methods": {
"create": "create",
"edit": "edit?templateld=:id"
}
¥
}

4. 3anyck KOHTeHepa pegakrtopa
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B Hem NpuCyTCTBYIOT NEPEMEHHbIE:

{{TAG]}} - ccbinka Ha Docker-obpas peaaktopa B Docker-penoauntopun

[MNepemeHHble OOMKHbI OblTb 3aMeHeHbI BMECTe C (hurypHbIMmn ckobkamm Ha HaCTPOWKK
cTeHaa.

3anycTuTe KOHTENHEp crieaytoLlent KoMaHaon, 3aMeHNB NepeMEHHbIE:

docker run -d --name=rtl-goodteditor-editor-java \
-p 80:80 -p 8097:8097 \
-v /abc/data/supeditor:/abc/data/supeditor \
-v /abc/conf/application-customization.yml:/abc/app/goodt/backend/application-
customization.yml \
-v /abc/conf/production.local.json:/abc/app/goodt/editor/config/production.local.json \
-v /abc/conf/worker.json:/abc/app/goodt/editor/config/worker.json \
-v /abc/conf/production.json:/abc/app/goodt/player/config/production.local.json \
-e "RTL_PROFILE=prod" \
{TAG}}

14.3.  HACTPOMKA NGINX

[MpncyTCTBYIOT NEpEMEHHbIE:

{{HOST}} - noMeHHOe ums, NpUBsA3aHHOE K peaakTopy

[MNepemeHHble OOMKHbI OblTb 3aMeHeHbI BMECTe C (hurypHbIMmn ckobKammn Ha HaCTPOWKK
cTeHaa.

Cospgante pann editor.conf B nanke annos koHdpurypauum Nginx:

server {
listen 443 ssl http2 ;
listen [::]:443 ssl http2 ;
server_name {{HOST}};
ssl_certificate /abc/conf/cert/fullchain.crt;
ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh_curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;
ssl_stapling on;
ssl_stapling_verify on;
resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 5s;
add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_read_timeout 60m;
proxy_send_timeout 60m;
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location / {
proxy_set _header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set _header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass localhost:80;
proxy_redirect off;

}

location /editor/.

{
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set _header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass localhost:80;
proxy_redirect off;

}

location /api

{
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set_header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set _header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass localhost:8097;
proxy_redirect off;

access_log /abc/logs/nginx/editor-access.log;
error_log /abc/logs/nginx/editor-error.log;

}

location /player
{
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proxy_set _header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

proxy_set _header X-Real IP $remote_addr;

proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;

proxy_set _header X-NginX-Proxy true;

proxy_set header X-Forwarded-Proto $scheme;

real_ip_header X-Real-IP;

proxy_pass localhost:80;

proxy_redirect off;

access_log /abc/logs/nginx/editor-access.log;
error_log /abc/logs/nginx/editor-error.log;

}
}

MpoBepbTe pabotocnocobHocTb Nginx nocne naMeHeHns KoHdurypaumm:
nginx -t

BbiBOA, NpuBeaeHHbIN HUXe, TOBOPUT O KOPPEKTHOW KOHUrypauuu:
nginx: the configuration file /abc/conf/nginx/nginx.conf syntax is ok
nginx: configuration file /abc/conf/nginx/nginx.conf test is successful

Mepesanyctute Nginx:
nginx -s reload

BaxHo, uto6 y nonb3osartens {{KCLK_USERY}}, 3aBeaeHHoro B Keycloak 6b1nv BblgaHbl
npaBa Ha NPOCMOTP rpynn nofb3oBaTenen.
[nsa aToro B HacTpowkax nonb3oBatens B pa3gene Role Mapping BeiGpaTh B BbinagatoLlem

cnucke Client Roles: realm-managmint n go6aBuTb pornb view-users
Users > GElED

Details Attributes Credentials Role Mappings Groups Consents Sessions

Realm Roles Available Roles Assigned Roles Effective Roles

goodt default-roles-sup

over

Add selected > « Remove selected

Client Roles realm-management

Available Roles Assigned Roles Effective Roles

view-users query-groups

Add selected » « Remove selected
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14.4. YCTAHOBKA B KJIACTEPE KUBERNETES (K8S)

Heobxogumo co3pate 3 danna KoHpmrmanos Ans nepegayn KoHgurypaumm, a Takke Bce
ocTanbHble MaHU(ECTbI.
1. ®ann application-customization.yml cogepxuT HacTpounkn 6akeHaa

PacnonoxeHue: /abc/app/goodt/backend/application-customization.ymi
B HeM npucyTcTBYIOT NepeMeHHbIe:
{{DB_URLY}} - jdbc agpec nogxkntoyeHus k B (Hanpumep,
jdbc:postgresql://db.corp.ru:5432/supeditor)
{{DB_USERY}} - nmsa nons3osatensa b
{{DB_PASS}} - naponb nons3osatens b
{{KCLK_URL}} - URL-agpec keycloak
{{KCLK_REALM}} - nmsa realm
{{KCLK_CLID}} - ID knueHTta
{{KCLK_CLSECRET}} - secret knveHTa
{{KCLK_USERY}} - nonb3osaTtensb keycloak
{{KCLK_PASS}} - naponb nonb3oBartens keycloak
MNepemeHHble JOMKHbI ObITb 3aMeHeHbl BMecTe C (oUrypHbIMU CKOBKaMn Ha HaCTPOWKM
cTeHAa.
Cospgante pann application-customization.yml cnegyrowiero cogep>xaHusi, 3aMeHuB
nepeMeHHble:
apiVersion: v1
kind: ConfigMap
metadata:
name: application-customization-editor
data:
RTL_PROFILE: "prod"
application-customization.yml: |
spring:
profiles: customization
jpa:
show-sql: true
properties:
hibernate:
format_sql: true
enable_lazy load_no_trans: true
naming:
physical-strategy:
com.goodt.drive.orgstructure.application.utils.SnakePhysicalNamingStrategy
hibernate:
ddl-auto: none
database-platform: org.hibernate.dialect.PostgreSQL9Dialect
datasource:
driver-class-name: org.postgresql.Driver
url: {{DB_URL}}
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username: {{DB_USER}}
password: {{DB_PASS}}
liquibase:
change-log: classpath:db/changelog/changelog.xml
appConfig:
orgstructure-service:
host: {{BACKEND_ORGSTRUCTURE_URL}}
tasksetting-service:
host: {{BACKEND_TASKSETTING_URL}}
version: 1.0_alpha
environment: ${spring.profiles}
dbDriver: ${spring.datasource.driver-class-name}
dbUrl: ${spring.datasource.url}
dbUsername: ${spring.datasource.username}
dbPassword: ${spring.datasource.password}
keyCloak:
using:
baseUrl: {{KCLK_URL}}/auth/realms/{{KCLK_REALM}}
clientld: {{KCLK_CLID}}
clientSecret: {{KCLK_CLSECRET}}
serviceUsername: {{KCLK_USER}}
servicePassword: {{KCLK_PASS}}
api: {{KCLK_URL}}/auth/admin/realms/{{KCLK_REALM}}
security:
basic:
enabled: false
oauth2:
client:
clientld: ${appConfig.keyCloak.using.clientld}
clientSecret: ${appConfig.keyCloak.using.clientSecret}
accessTokenUri: ${appConfig.keyCloak.using.baseUrl}/protocol/openid-connect/token
userAuthorizationUri: ${appConfig.keyCloak.using.baseUrl}/protocol/openid-
connect/auth
authorizedGrantTypes: code token
scope: local
username: ${appConfig.keyCloak.using.serviceUsername}
password: ${appConfig.keyCloak.using.servicePassword}
resource:
userinfoUri: ${appConfig.keyCloak.using.baseUrl}/protocol/openid-connect/userinfo
app:
logging:
path: /abc/logs/supeditor
project:
path: /abc/data/supeditor

2. ®annbl HaCTPOKMKM CaMoro pegakropa:
/abc/app/goodt/player/config/production.local.json - cogepXuT HaCTponkn nneepa u
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B Hem npucyTCTBYIOT NepeMeHHbIe:
{{DREMIO_URL}} - URL-agpec opemuno-KoHHeKTopa

/abc/app/goodt/editor/config/worker.json - cogepXuT HaCTPOWKN aBTopmU3aLmm pegakropa
B Hem npucCyTCTBYIOT NEPEMEHHbIE:

{{KCLK_URL - URL}} -agpec keycloak

{{KCLK_REALM}} - umsa realm

{{API_URL}} - agpec API 63keHaa, ykasbiBaeTcs 6e3 aHgnovHTa /api

MepeMeHHble A0MKHbI OblTb 3aMeHeHbl BMecTe ¢ (OUrypHbIMMU CKOOKaMU Ha HACTPOMNKM
cTeHaa.

Cospgante hainn config-editor.yaml cnegytowero cogepxaHus, 3aMeHB NepeMeHHbIe:
(06wmn koHpurman Ha 2 danna)

apiVersion: v1
kind: ConfigMap
metadata:
name: config-editor
data:
production.json: |

"api": {
"wfm": {
"baseURL": "http://localhost:8080"
3
"dremio": {
"baseURL": "{DREMIO_URL}}"
}
13

"services": [

"id": "Dremio",
"options": {
"baseURL": "{DREMIO_URL}}"
}
}

assets": {
"cacheKey": ""

]

2
n Ogll: {
"routeMonitor": {
"enabled"; false,

"url": "https://localhost:3000/ping"

}
}
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}

worker.json: |
{
"auth": {
"url": "{{KCLK_URL}}/auth/",
"realm": "{{KCLK_REALM}}",
"clientld": "player”

3
llapill: {
"url": "{API_URL}}"
}
}

3. ®ann HacTpownku lNneepa:

/abc/app/goodt/editor/config/production.local.json - cogepXutT HacTponkK pegakTopa u
B HeM npucyTcTBYIOT NEepeMeHHbIe:

{{API_URL}} - agpec API 63keHaa, ykasbliBaeTcs 6e3 aHgnovHTa /api

{{DREMIO_UI}} - URL-agpec Beb-nHTepderca Dremio

{{DREMIO_URL}} - URL-agpec opemuo-KoHHeKTopa

{{PLAYER_URL}} - URL-agpec nneepa

[MNepemeHHble OOMKHbI OblTb 3aMeHeHbI BMECTe C (hurypHbIMmn ckobkamm Ha HaCTPOWKK
cTeHAa.
Cospgante hann production-local-json.yaml cneaytowiero cogep>xaHug, 3aMeHuB
nepemMeHHble:
apiVersion: v1
kind: ConfigMap
metadata:
name: production-local-json-editor
data:
production.local.json: |

{
"api": {

"http": {

"baseURL": "{{API_URL}}/api/",
"timeout": 360000,
"withCredentials": false

|3

"wfm": {

"baseURL": "http://localhost:8080/"
|3

"dremio": {

"uilrl": "{{DREMIO_UI}}"

Y
Y

ervices": [
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"id": "Dremio",

"options": {

"baseURL": "{DREMIO_URL}}"
}
}
1,
"player": {

“url": "{{PLAYER_URL}}"

}

idget-editor": {
"url": "http://localhost:8080/#",
"methods": {
"create": "create",
"edit": "edit?templateld=:id"
Y
Y
}

4. [lennonMmeHT pegakropa

B HeM npucyTCTBYIOT NEepeMeEHHbIE:

{{CLUSTER_NAME}} - ums knacTtepa B KOTOPbIW NPOU3BOANTCA LErnon

{{CLIENT}} - vmsa Hemmcnenca B KOTOPbIV MPON3BOAUTCS AENON
{{BUILD_VERSION}} - Bepcua pegaktopa

{{TAG]}} - ccbinka Ha Docker-obpas peaaktopa B Docker-penoauntopun

[MNepemeHHble fOMKHbI OblTb 3aMeHeHbI BMeCTe C (hurypHbIMmn ckobKammn Ha HaCTPOWKK
cTeHaa.

Cospgante pann deployment.yaml cnegyrowiero cogepxaHms, 3aMeHUB NepemMeHHbIe:

apiVersion: apps/v1
kind: Deployment
metadata:
name: rtl-goodteditor-editor-java
namespace: {{CLIENT}}
labels:
environment: {{CLUSTER_NAME}}
version: {{BUILD_VERSION}}
spec:
replicas: 1
selector:
matchLabels:
app: rtl-goodteditor-editor-java
template:
metadata:
labels:
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app: rtl-goodteditor-editor-java
environment: {{CLUSTER_NAME}}
version: {{BUILD_VERSION}}
spec:
volumes:
- name: rtl-goodteditor-editor-java-pv
persistentVolumeClaim:
claimName: rtl-goodteditor-editor-java-pvc
- name: application-customization-editor-cm
configMap:
defaultMode: 511
name: application-customization-editor
- name: config-editor-cm
configMap:
defaultMode: 511
name: config-editor
- name: production-local-json-editor-cm
configMap:
defaultMode: 511
name: production-local-json-editor
imagePullSecrets:
- name: art-goodt-me
containers:
- name: rtl-goodteditor-editor
image: {{TAG}}
ports:
- containerPort: 8097
protocol: TCP
- containerPort: 80
protocol: TCP
volumeMounts:
- mountPath: "/abc/data/supeditor”
name: rtl-goodteditor-editor-java-pv
- mountPath: /abc/app/goodt/backend/application-customization.ymi
name: application-customization-editor-cm
subPath: application-customization.ymi
- mountPath: /abc/app/goodt/editor/config/production.local.json
name: production-local-json-editor-cm
subPath: production.local.json
- mountPath: /abc/app/goodt/editor/config/worker.json
name: config-editor-cm
subPath: worker.json
- mountPath: /abc/app/goodt/player/config/production.local.json
name: config-editor-cm
subPath: production.json
env:
- name: RTL_PROFILE

[y INSIGHT
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valueFrom:

configMapKeyRef:

name: application-customization-editor
key: RTL_PROFILE
readinessProbe:

failureThreshold: 5
initialDelaySeconds: 60
periodSeconds: 10
successThreshold: 1
tcpSocket:

port: 8097
timeoutSeconds: 1

livenessProbe:

failureThreshold: 3
initialDelaySeconds: 90
periodSeconds: 10
successThreshold: 1
tcpSocket:

port: 8097
timeoutSeconds: 1

5. CepBuc pegakropa
CospganTte hann service.yaml cnegyroLlero cogepKaHus:

apiVersion: v1
kind: Service
metadata:
name: rtl-goodteditor-editor-java-svc
spec:
type: ClusterlP
selector:
app: rtl-goodteditor-editor-java
ports:
- name: "port-80-to-80"
port: 80
targetPort: 80
protocol: TCP
- name: "port-8097-to-8097"
port: 8097
targetPort: 8097
protocol: TCP

6. Ingress pegaktopa

B Hem npucyTCTBYIOT NepeMeHHbIe:

{{HOST}} - boMeHHOe ums, NpUBSA3aHHOE K peaakTopy
{{SECRET}} - nma cukpeta, cogepxawiero SSL/TLS ceptudumkaTsl

[y INSIGHT
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Cospgaute hann ingress.yaml criegyrowiero cogepxaHuns:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: editor-2-no-rewrite
annotations:
ingress.kubernetes.io/ssl-redirect: "true"
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/proxy-body-size: 1024m
spec:
tls:
- hosts:
- {{HOST}}
secretName: {{SECRET}}
rules:
- host: {{HOST}}
http:
paths:
- path: /api
pathType: Prefix
backend:
service:
name: rtl-goodteditor-editor-java-svc
port:
number: 8097
- path: /player
pathType: Prefix
backend:
service:
name: rtl-goodteditor-editor-java-svc
port:
number: 80
- path: /editor
pathType: Prefix
backend:
service:
name: rtl-goodteditor-editor-java-svc
port:
number: 80
- path: /p
pathType: Prefix
backend:
service:
name: rtl-goodteditor-editor-java-svc
port:

[y INSIGHT
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number: 80
7. PVC pepakTtopa

Cospgante hann pvc.yaml crnegytouiero cogepxaHusi:
Mpwn aTtom storageClassName: gomkeH ObITb YTOYHEH B 3aBUCMMOCTM OT NPEACTaBEHHbIX B
AaHHOM KracTepe Knaccos.

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: rtl-goodteditor-editor-java-pvc
labels:
app: rtl-goodteditor-editor-java-pvc
spec:
storageClassName: csi-ceph-hdd-ms1-retain
accessModes:
- ReadWriteMany
resources:
requests:
storage: 5Gi

8. Nepepante B Kubernetes API npuBeneHHble Bbilwe *.yaml MaHndecTbl B COOTBETCTBUN C
odomumanbHon gokymeHTaumen Kk Kubernetes.

BaxHo, 4Tt0o6 y nonb3oBatens {{KCLK_USERY}}, 3aBegeHHoro B Keycloak 6binv BblaaHbl
npasa Ha NPOCMOTP rpynmn Nosib3oBaTenemu.

[nsa aToro B HacTpownkax nonb3oBatens B pasgene Role Mapping BeiGpaTh B BbinagatoLiem
cnucke Client Roles: realm-managmint n go6aBuTb pornb view-users

Users > QEENEEED
Details Attributes Credentials Role Mappings Groups Consents Sessions
Realm Roles Available Roles Assigned Roles Effective Roles
goodt default-roles-sup
hr_test
over
Add selected > « Remove selected
Client Roles realm-management x |¥
Available Roles Assigned Roles Effective Roles
view-users ps
Add selected » « Remove selected
V)
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15. PASBEPTbBIBAHUME INSIGHT LOW CODE B
KUBERNETES. + COLLABORATE

Pasgen nocesiieH 6a3oBoMy pasBepTbiBaHMIO NPOrpaMmMHbIX KOMMOHEHTOB Insight low code.

[ns ycnewHoro BbINONIHEHNS pa3BepTbiBaHMS HEOOXoAMMa y4YeTHas 3annchb B PeEN03nTopum
Docker-o6pasos Goodt

B 6a3oBbin Insight low code BxogaT cneayowmne nporpaMmHble KOMMOHEHTbI:

MpunoxeHne OT4yeTol (rtl-report);

MpunoxeHne ®annosbin 3arpy3yuk (rtl-fileupload);
[MpunoxeHne dremio-connector;

[MpunoxeHue collaborate-service;

Pobd=

YcTaHoBKa NnpunoXxeHnda cBOAUTCA K cneayrwinm waram:

CosgaHne 6a3bl AaHHbIX.
CospgaHve pasBepTbiBaHUS.
CospgaHune cepsuca.
HacTponka nHrpecca.

hoOnN =

15.1.  YCTAHOBKA MPUNOXXEHNA ®ANNOBbLIN 3ArPY34MK (RTL-
FILEUPLOAD).

YcTaHoBKa NnpunoXxeHnda cBOAUTCA K cneayrwnm waram:

CosgaHne 6a3bl AaHHbIX.
CospgaHve pasBepTbiBaHUS.
CospgaHune cepsuca.
HacTponka nHrpecca.

hoOnN =

COrmMALWweHUE O »OPMATUPOBAHUN U UMEHOBAHUW.

e VimeHa 06beKTOB, NepeMEHHbIX N NX 3Ha4eHus1, napameTpbl, URL, nyTn B cbarnoson
cucTemMe, KOMaHabl U AUPEKTUBBI BbIAENATCA pa3MeTKomn "Kof B CTPOKY",
Hanpumep: https://someurl.com, variable = value

e [lomeHHOe MM$, Ha KOTOPOM pacrnonaratTcs npunoxenus: rtl.corp.ru

e Agppec Keycloak: auth.corp.ru

e MapLpyT, N0 KOTOPOMY pacronaraeTcs npunoxenue: /rtl-api/fileupload

e Apgpec xpaHunuwa WEBDAV: https://rtl.corp.ru/remote.php/dav/files/corp-user/HCM/rtl-
api/fileupload

e UWwmsa nonb3oBatens xpaHunuwa WEBDAV: corp-WEBDAV-user
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e [laponb nonb3osatend xpaHunuwa WEBDAV: PaPaPas7@

e Apgpec xpaHunuwa MINIO: https://ril.corp.ru/MINIO

e /ma BUCKET xpaHunuwa MINIO: MINIO BUCKETNAME

¢ /msa nonb3oBaTtensa xpaHunuwa MINIO: corp-MINIO-user

e [laponb nonb3osatend xpanunuwa MINIO: MiMiMiPas7@

e [lpoctpaHcTBo MeH B Keycloak: insight

e Vma nonb3oBaTens B Keycloak: api-service

e [laponb nonb3oBaTtens api-service B Keycloak: k3yclOakU$3r

e WpeHTndpukatop knnenta B Keycloak: api-service-agent

e UUID knueHTa api-service-agent B Keycloak: 00000000-0000-0000-0000-000000000000

e Howmep Bepcun npunoxenus: 555 master

e Bo Bcex knactepax SSL/TLS cepTudukaT Ha gomeH 1 nogaomMeHsl (wildcard) xpaHutcs B
secret'e corp-ru-tls

e Bo Bcex knacTtepax kntod key.rsa cOoTBETCTBYHOLLMIA MPOCTPaAHCTBY UMEH B
Keycloak xpaHuTtcs B secret'e goodi-key-rsa

CO3O0AHUE BA3bl AJAHHbIX.

B koHconu psql BbINONHUTE KOMaHAb!:

CREATE DATABASE fileupload;

CREATE USER fileupload_user WITH ENCRYPTED PASSWORD '$7rOn6pP@s2WrD';
GRANT ALL PRIVILEGES ON DATABASE fileupload TO fileupload_user;

\c fileupload;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO fileupload_user;

CO3O0AHUE PA3BEPTbIBAHUA.

Cospgante pann deployment.yaml co cnegyrowmm cogep>XUMbIM:

apiVersion: apps/v1
kind: Deployment
metadata:
name: rtl-fileupload
labels:
version: 555 master
spec:
replicas: 1
selector:
matchLabels:
app: rtl-fileupload
template:
metadata:
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labels:
app: rtl-fileupload
version: 555 master
spec:
imagePullSecrets:
- name: art-goodt-me
containers:
- name: rtl-fileupload
image: art.goodt.me/rtl-fileupload/rtl-fileupload:555_master
ports:
- containerPort: 8099
protocol: TCP
volumeMounts:
- mountPath: /abc/app/goodt/fileupload/key.rsa
name: goodt-key-rsa-sec
subPath: key.rsa
env:
- name: RTL_PROFILE
value: "prod"
- name: RTL_KCLK_URL
value: "https://auth.corp.ru”
- name: RTL_KCLK _REALM
value: "insight"
- name: RTL_KCLK_USER
value: "api-service"
- name: RTL_KCLK_PASS
value: "k3yclOakU$3r"
- name: RTL_KCLK_CLID
value: "api-service-agent"
- name: RTL_KCLK_CLSECRET
value: "00000000-0000-0000-0000-000000000000"
- name: RTL_USE_MINIO
value: "false"
- name: RTL_USE_FILESYSTEM
value: "false"
- name: RTL_USE_WEBDAV
value: "true"
- name: RTL_MINIO_URL
value: "https://rtl.corp.ru/MINIO"
- name: RTL_MINIO_BUCKETNAME
value: "MINIO_BUCKETNAME"
- name: RTL_MINIO_USER
value: "corp-MINIO-user"
- name: RTL_MINIO_PASS
value: "MiMiMiPas7@"
- name: RTL_WEBDAV_URL
value: "https://rtl.corp.ru/remote.php/dav/files/corp-WEBDAV-user/HCM"
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- name: RTL_WEBDAV_USER
value: "corp-WEBDAV-user"
- name: RTL_WEBDAV_PASS
value: "PaPaPas7@"
- name: RTL_URN
value: "/rtl-api/rtl-fileupload/api/fileupload"
- name: RTL_KCLK_AUTH_ENABLED
value: "false"
volumes:
- name: goodt-key-rsa-sec
secret:
secretName: goodt-key-rsa
defaultMode: 256

MepemenHbie: RTL_USE_MINIO, RTL_USE_FILESYSTEM, RTL_USE_WEBDAV
NCronb3ylTCH ANa onpeaeneHns Ncnonb3yemMoro XxpaHunuuia. TonbKo ogHa U3 HUX MOXeT
MMeTb 3Ha4YyeHue "true", octanbHble AOMKHbI UMEeTb 3HadYeHune "false"

CO3OAHUE PVC (TOJIbKO NPU UCIMNOJIb3OBAHUU RTL_USE_FILESYSTEM).

CospganTte hann pvc.yaml co cnegyowmm cogepxXmmbIM:

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: rtl-fileupload-pvc
labels:
app: rtl-fileupload-pvc
spec:
storageClassName: nas-hdd
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

CO3O0AHUE CEPBUCA.
Cospante hann service.yaml co cneayrowmm CoaepXUMbIM:

apiVersion: v1
kind: Service
metadata:
name: rtl-fileupload-svc
spec:
type: ClusterlP
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selector:
app: rtl-fileupload
ports:
- name: "port-8099-t0-8099"
port: 8099
targetPort: 8099
protocol: TCP

HACTPOWKA MHIPECCA.

CospanTte dpann fileupload-rewrite.yaml co cnegyowmm coaep>XUMbIM:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: rtl-fileupload-rewrite
namespace: default
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /$2
ingress.kubernetes.io/ssl-redirect: "true"
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/proxy-body-size: 1024m
spec:
tls:
- hosts:
- rtl.corp.ru
secretName: corp-ru-tls
rules:
- host: rtl.corp.ru
http:
paths:
- path: /rtl-api/fileupload(/|$)(.*)
pathType: Prefix
backend:
service:
name: rtl-fileupload-svc
port:
number: 8099

CospanTte dpann fileupload-no-rewrite.yaml co crneayooLwwmm coaepxvmbim:

apiVersion: networking.k8s.io/v1

kind: Ingress

metadata:
name: rtl-fileupload-no-rewrite
namespace: default
annotations:

[y INSIGHT
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nginx.ingress.kubernetes.io/backend-protocol: "https"
ingress.kubernetes.io/ssl-redirect: "false"
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/proxy-body-size: 1024m
nginx.ingress.kubernetes.io/preserve-trailing-slash: "false"
spec:
tls:
- hosts:
- rtl.corp.ru
secretName: corp-ru-tls
rules:
- host: rtl.corp.ru
http:
paths:
- path: /static
pathType: Prefix
backend:
service:
name: rtl-fileupload-svc
port:
number: 443

3ABEPLWAIOLWUE OENCTBUA U MPOBEPKA PABOTOCNOCOBHOCTM.

Mepepante B Kubernetes API npuBegeHHbIe Bblille
MaHUGECTbI deployment.yaml, service.yaml, fileupload.yaml B COOTBETCTBMU C OpULManbHOM
AokyMeHTauuen k Kubernetes.

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLeHHOro NnpunoXXeHus, BoiNOMHNB
KomMaHAay:

curl -k https://rtl.corp.ru/rtl-api/fileupload/api/v1

HI/I)KeI'IpI/IBeﬂ,eHHbIVI OTBET roBoOpuUT 00 yCnewHOM CTapTe NPpUnoXXeHnaA:

Authentication Failed
15.2.  YCTAHOBKA MNMPUITOXXEHNA OTHETbBI (RTL-REPORT).

YcTaHoBKa NnpunoXxeHnda cBOANTCA K cneayrwnm waram:

CosgaHue 6a3bl AaHHbIX.
CospgaHve pasBepTbiBaHUS.
CospgaHune cepsuca.
HacTponka nHrpecca.

hoonp =

COrmALweHUE O ®OPMATUPOBAHUN U UMEHOBAHUW.
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e VimeHa 06beKTOB, NepeEMEHHbIX N NX 3Ha4YeHus, napameTpbl, URL, nyTn B cbarinoson
cucTeMe, KOMaHabl U AUPEKTUBbI BbIAENATCA pa3MeTKomn "Kof B CTPOKY",
Hanpumep: https://someurl.com, variable = value

e [lomeHHOe MM$, Ha KOTOPOM pacrnonaratTcs npunoxenus: rtl.corp.ru

e Agpec v nopt CYB[: db.corp.ru:5432

e Agppec Keycloak: auth.corp.ru

e MapLupyT, N0 KOTOPOMY pacronaraeTcs npunoxeHue: /rtl-api/report

e Vmsa 6a3bl AaHHbIX 48 NPUNOXeHUs: report

e Vima nonb3oBaTensa Ans nogkniodeHns Kk 6ase gaHHbIX: report user

e [laponb nonb3oatens report user: $7r0N6pP@s2WrD

e Crtpoka jdbc-nogkntoyvenna k 6ase gaHHbIX: jdbc:postgresql://db.corp.ru:5432/report

e [lpoctpaHcTBo UMeH B Keycloak: insight

¢ Vma nonb3oBatens B Keycloak: api-service

e [laponb nonb3oBaTtens api-service B Keycloak: k3yclOakU$3r

e WpeHTndpukatop knnenta B Keycloak: api-service-agent

e UUID knueHTa api-service-agent B Keycloak: 00000000-0000-0000-0000-000000000000

e Howmep Bepcun npunoxenus: 555 master

e URL npunoxenusa OprcTtpykrypa: hitps://ril.corp.ru/rtl-api/orgstructure

¢ URL npunoxeHusa dremio-connector: hitps://rtl.corp.ru/rtl-api/dremio-connector

e Bo Bcex knactepax SSL/TLS cepTudukaT Ha gomeH 1 nogaomMeHsl (wildcard) xpaHutcs B
secret'e corp-ru-tls

CO3O0AHUE BA3bl JAHHbIX.

B koHconu psql BbINONHUTE KOMaHAb!:

CREATE DATABASE report;

CREATE USER report_user WITH ENCRYPTED PASSWORD '$7rOn6pP@s2WrD';
GRANT ALL PRIVILEGES ON DATABASE report TO report_user;

\c report;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO report_user;

CO3O0AHUE PA3BEPTbIBAHUA.

Cospgante pann deployment.yaml co cneayrowmm cogep>XUMbIM:

apiVersion: apps/v1
kind: Deployment
metadata:
name: rtl-report
labels:
version: 555 master
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spec:
replicas: 1
selector:
matchLabels:
app: rtl-report
template:
metadata:
labels:
app: rtl-report
version: 555 master
spec:
imagePullSecrets:
- name: art-goodt-me
containers:
- name: rtl-report
image: art.goodt.me/rtl-report/rtl-report:555_master
ports:
- containerPort: 8089
protocol: TCP
env:
- name: RTL_DB_USER
value: "report_user"
- name: RTL_DB_PASS
value: "$7rOn6pP@s2WrD"
-name: RTL_DB_URL
value: "jdbc:postgresql://db.corp.ru:5432/report"
- name: RTL_PROFILE
value: "prod"
- name: RTL_KCLK_URL
value: "https://auth.corp.ru”
- name: RTL_KCLK_REALM
value: "insight"
- name: RTL_KCLK_USER
value: "api-service"
- name: RTL_KCLK_PASS
value: "k3yclOakU$3r"
- name: RTL_KCLK_CLID
value: "api-service-agent"
- name: RTL_KCLK_CLSECRET
value: "00000000-0000-0000-0000-000000000000"
- name: RTL_BACKEND_ORGSTRUCTURE_URL
value: "https://rtl.corp.ru/rtl-api/orgstructure”
- name: RTL_DREMIOCONNECTOR_URL
value: "https://rtl.corp.ru/rtl-api/dremio-connector"

CO3OAHUE CEPBUCA.

[y INSIGHT
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CospganTe hann service.yaml co cneayrowmm CoaepXUMbIM:

apiVersion: v1
kind: Service
metadata:
name: rtl-report-svc
spec:
type: ClusterlP
selector:

app: rtl-report

ports:

- name: "port-8089-t0-8089"
port: 8089
targetPort: 8089
protocol: TCP

HACTPOWKA MHIPECCA.

Cospgante hann report.yaml co cnegyrowmm coaep>XUMbIM:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: rtl-report-rewrite
namespace: default
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /$2
ingress.kubernetes.io/ssl-redirect: "true"
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/proxy-body-size: 1024m
spec:
tls:
- hosts:
- rtl.corp.ru
secretName: corp-ru-tls
rules:
- host: rtl.corp.ru
http:
paths:
- path: /rtl-api/report(/|$)(.*)
pathType: Prefix
backend:
service:
name: rtl-report-svc
port:
number: 8089

[y INSIGHT
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3ABEPLWAIOLWUE OENCTBUA U MPOBEPKA PABOTOCNOCOBHOCTM.

Mepepante B Kubernetes API npuBegeHHbIe Bbille
MaHudecTbl deployment.yaml, service.yaml, report.yaml B COOTBETCTBMM C OpMLMarbHON
AokyMeHTauuen k Kubernetes.

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLieHHOro NnpunoXeHus, BoiNOMHNB
KomMaHAay:

curl -k https://rtl.corp.ru/rtl-api/report/api/v1
HwxenpuBeaeHHbI OTBET rOBOPUT 00 YCNELHOM CTapTe NPUNOXeHNs:
Authentication Failed

15.3. YCTAHOBKA MNMPUITOXXEHNA DREMIO-CONNECTOR.
YcTaHoBKa NPUNOXEHUs1 CBOAUTCA K CNeayoLWMM Luaram:

1. CospgaHue passepTbiBaHUS.
2. CospgaHue cepsuca.
3. Hactpownka uHrpecca.

COrmMALWweHUE O POPMATUPOBAHUN U UMEHOBAHUW.

e VMeHa 06BHEKTOB, NEPEMEHHBIX N X 3Ha4YeHus, napameTpbl, URL, nyTn B hannosom
cucTeMe, KOMaHabl U ANPEKTUBbI BbIAENAITCHA pa3mMeTKon "Kof B CTPOKY",
Hanpumep: https://someurl.com, variable = value

e [lomeHHOEe nMs, Ha KOTOPOM pacronararTCs NPUNOXeHus: rtl.corp.ru

e MapLpyT, N0 KOTOPOMY pacrnonaraeTcs npunoxenue: /rtl-api/dremio-connector

e KVmsa nonb3oBaTtensa ansa nogkntodeHnsa Kk Dremio: dc user

o [Maponb nonb3oBatens dc user: $7r0N6pP@s2WrD

« FQDN ysna, Ha koTOpOM ycTaHoBneH Dremio: agg.corp.ru

e [lopT, Ha koTopom Dremio npuHumaert jdbc-coeanHenus: 31010

e [lopT, Ha KOTOpOM NpunoxeHne dremio-connector npuHMMaeT Bxoaswme 3anpocbl: 4000

e WNm4a panna c rsa-kno4om: key.rsa

 Homep Bepcum npunoxenus: 555 master

o Bo Bcex knactepax SSL/TLS cepTtudumkaT Ha gomeH 1 noagaomMensl (wildcard) xpaHutcs B
secret'e corp-ru-tls

o Bo Bcex knactepax knwoy key.rsa cooTBeTCTBYHOLLMIA MPOCTPAHCTBY UMEH B
Keycloak xpaHutca B secret'e goodt-key-rsa

CO30AHUE PA3BEPTbIBAHUA.
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Cospante pann deployment.yaml co cneayroLwmm cogep>XUMbIM:

apiVersion: apps/v1
kind: Deployment
metadata:
name: rtl-dremio-connector
labels:
version: 555 master
spec:
replicas: 1
selector:
matchLabels:
app: rtl-dremio-connector
template:
metadata:
labels:
app: rtl-dremio-connector
version: 555 master
spec:
imagePullSecrets:
- name: art-goodt-me
containers:
- name: rtl-dremio-connector

[y INSIGHT

image: art.goodt.me/rtl-dremio-connector/rtl-dremio-connector:555_master

ports:

- containerPort: 4000
protocol: TCP

volumeMounts:

- mountPath: /abc/app/goodt/dremio-connector/key.rsa

name: goodt-key-rsa-sec
subPath: key.rsa
env:

- name: RTL_DREMIO_USER
value: "@dc_user"

- name: RTL_DREMIO_PASS
value: "$7rOn6pP@s2WrD"

- name: RTL_DREMIO_HTTP_URL
value: "http://agg.corp.ru:9047"

- name: RTL_DREMIO_JDBC_URL
value: "agg.corp.ru:31010"

- name: RTL_APP_PORT
value: "4000"

-name: RTL_KEY_RSA
value: "key.rsa"

- name: RTL_DREMIO_AUTH
value: "false"

volumes:
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- name: goodt-key-rsa-sec
secret:
secretName: goodt-key-rsa
defaultMode: 256

CO3OAHUE CEPBUCA.

Cospgante hann service.yaml co cneayrowmm cCoaepXUMbIM:

apiVersion: v1
kind: Service
metadata:
name: rtl-dremio-connector-svc
spec:
type: ClusterlP
selector:
app: rtl-dremio-connector
ports:
- name: "port-4000-to-4000"
port: 4000
targetPort: 4000
protocol: TCP

HACTPOWKA MHIPECCA.

CospanTte dpanin dremio-connector.yaml| co cneayroLumM coaepXUMbIM:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: rtl-dremio-connector-rewrite
namespace: default
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /$2
ingress.kubernetes.io/ssl-redirect: "true"
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/proxy-body-size: 1024m
spec:
tls:
- hosts:
- rtl.corp.ru
secretName: corp-ru-tls
rules:
- host: rtl.corp.ru
http:
paths:
- path: /dremio-connector(/|$)(.*)

[y INSIGHT
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pathType: Prefix
backend:
service:
name: rtl-dremio-connector-svc
port:
number: 4000

3ABEPLWAIOLWUE OENCTBUA U MPOBEPKA PABOTOCNOCOBHOCTM.

Mepepante B Kubernetes API npuBegeHHbIe Bblille
MaHudecTbl deployment.yaml, service.yaml, dremio-connector.yam| B COOTBETCTBUN C
odomumanbHon gokymeHTaumen Kk Kubernetes.

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLeHHOro NnpunoXeHus, BbiNoOMHNB
KomMaHAay:

curl -k https://rtl.corp.ru/dremio-connector/api/v1
HwxenpuBeaeHHbI OTBET roBOpUT 006 yCNewHOM CTapTe NPUNOXKEHUS:

{"timestamp":"xxxxxxxxxxxxxx","status":404,"error":"Not Found","message":"No message
available","path":"/api/v1"}

15.4. YCTAHOBKA MNMPUNTOXXEHWNA COLLABORATE-SERVICE.
YcTaHoBKa NPUIMOXEHNS CBOAWUTCS K CNEAYIOLMM Luaram:

1. CospgaHue passepTbiBaHUS.
2. CospgaHue cepsuca.
3. Hactpownka uHrpecca.

COrmALweHUE O »OPMATUPOBAHUN U UMEHOBAHUW.

e VIMeHa 06BHEKTOB, NEPEMEHHBIX N X 3Ha4YeHus, napameTpbl, URL, nyTn B hannosom
cucTeMe, KOMaHabl U ANPEKTUBbI BbIAENAITCHA pa3MeTKon "Kog B CTPOKY",
Hanpumep: https://someurl.com, variable = value

o [lomeHHOEe nms, Ha KOTOPOM pacronararTcs NpuNoXxeHus: rtl.corp.ru

e MapLpyT, N0 KOTOPOMY pacnonaraeTcs npunoxeHue: /socket.io/

e Wm4a cpanna c rsa-knwo4om: key.rsa

o Homep Bepcum npunoxenus: 555 master

o Bo Bcex knactepax SSL/TLS cepTtudumkaT Ha gomeH 1 nogaomMensl (wildcard) xpaHutcs B
secret'e corp-ru-tls

o Bo Bcex knactepax knwou key.rsa cooTBeTCTBYHOLLUIA MPOCTPAHCTBY UMEH B
Keycloak xpaHutca B secret'e goodt-key-rsa
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CO30AHUE PA3BEPTbIBAHUA.

Cospante pann deployment.yaml co cneayrowmm cogepXUMbIM:

apiVersion: apps/v1
kind: Deployment
metadata:
name: rtl-collaborate-service
labels:
version: 555 master
spec:
replicas: 1
selector:
matchLabels:
app: rtl-collaborate-service
template:
metadata:

labels:
app: rtl-collaborate-service
version: 555 master

spec:

imagePullSecrets:

- name: art-goodt-me

containers:

- name: rtl-collaborate-service
image: art.goodt.me/rtl-collaborate-service/rtl-collaborate-service:555_master
resources:

requests:
memory: "200Mi"
cpu: "200m"
limits:
memory: "512Mi"
cpu: "1000m"

ports:

- containerPort: 4002
protocol: TCP

volumeMounts:

- mountPath: /abc/app/goodt/collaborate-service/pm2start.sh
name: goodt-pm2start-cm
subPath: pm2start.sh

volumes:

- configMap:

name: goodt-pm2start
defaultMode: 511
name: goodt-pm2start-cm

CO3OAHUE KOH®UTMATA.
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Cospgante pann goodt-pm2start.yaml

apiVersion: v1
data:
pm2start.sh: |
#!/bin/bash
export PATH=$PATH:~/.nvm/versions/node/v16.17.1/bin
pm2 start npm --name "collab" -- run start
pm2 list
pm2 logs
kind: ConfigMap
metadata:
name: goodt-pm2start

CO3OAHUE CEPBUCA.

CospanTte hann service.yaml co cneayrowmm cCoaepXUMbIM:

apiVersion: v1
kind: Service
metadata:
name: rtl-collaborate-service-svc
spec:
type: ClusterlP
selector:
app: rtl-collaborate-service
ports:
- name: "port-4002-to-4002"
port: 4002
targetPort: 4002
protocol: TCP

HACTPOWKA MHIPECCA.

CospanTte dpann collaborate-service.yaml co cnegyoLwwmm cogepXmmbiMm:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: rtl-collaborate-service-rewrite
namespace: default
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /$2
ingress.kubernetes.io/ssl-redirect: "true"
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/proxy-body-size: 1024m
spec:

[y INSIGHT
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tls:
- hosts:

- rtl.corp.ru

secretName: corp-ru-tls
rules:
- host: rtl.corp.ru

http:

paths:

- path: /socket.io(/|$)(.*)
pathType: Prefix
backend:

service:
name: rtl-collaborate-service-svc
port:
number: 4002

3ABEPLWAIOLWUE OENCTBUA U MPOBEPKA PABOTOCNOCOEBHOCTM.

Mepepante B Kubernetes API npnBeaeHHble Bbile MaHudecTbl deployment.yaml, goodt-
pmZstart.yaml, service.yaml, collaborate-service.yam| B cooTBeTCTBUM C OpULManbHOM
AokyMeHTauuen k Kubernetes.

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLeHHOro NpunoXXeHus, BbiNOMHNB
KomMaHAay:

curl -k https://rtl.corp.ru/socket.io/
HwxenpuBeaeHHbI OTBET roBOpUT 06 yCNewHOM CTapTe NPUNOXKeHUs:

{"code":0,"message":"Transport unknown"}

16. PASBEPTbBIBAHUE INSIGHT LOW CODE N3 DOCKER-
OBPA30B. + COLLABORATE

Pasgen nocesieH 6a3oBoMy pa3BepTbiBaHMIO NPOrpaMMHbIX KOMMOHEHTOB Insight low code.

[ns ycnewHoro BbINONIHEHNS pa3BepTbiBaHMS HEOOXoAMMa y4YeTHas 3annchb B PeEN03nTopum
Docker-o6pasos Goodt

B 6a3oBbin Insight low code BxogaT cneayowmne nporpaMmHble KOMMOHEHTbI:

MpunoxeHne ®annosbin 3arpy3yuk (rtl-fileupload);
MpunoxeHne OT4eTol (rtl-report);

[MpunoxeHne dremio-connector;

[MpunoxeHue collaborate-service;

hoOnN =
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16.1.  YCTAHOBKA MPUNOXXEHNA ®ANNOBbLIN 3ArPY34UUK (RTL-
FILEUPLOAD)

YcTaHoBKa NnpunoXxeHnda cBOANTCA K cneayrwnm waram:

1. CospgaHue 6a3bl JaHHbIX.

2. 3anyck npunoxXeHus.

3. Hactpownka Nginx.

4. lMpoBepka paboTocnocobHOCTH.

COrmALWweHUE O POPMATUPOBAHUN U UMEHOBAHUA

e VMeHa 06BHEKTOB, NEPEMEHHBIX N X 3Ha4YeHus, napameTpbl, URL, nyTn B hannosom
cucTeMe, KOMaHabl U ANPEKTUBbI BbIAENAITCHA pa3MeTKon "Kog B CTPOKY",
Hanpumep: hitps://someurl.com, variable = value
e Agpec n nopT, Ha KOTOPOM pacrnonaraeTcs npunoxenue: ril.corp.ru:8499
e Agppec n nopt CYB[: db.corp.ru:5432
e Appec Keycloak: auth.corp.ru
e Wma 6a3bl gaHHbIX ans npunoxeHus: fileupload
e VMsa nonb3oBaTensa ons nogkntoyeHns k 6ase gaHHbix: fileupload user
» [Maponb nonb3osaTtens fileupload user: $7r0n6pP@s2WrD
o Crtpoka jdbc-noagkntoueHus k 6ase gaHHbix: jdbc:postgresql://db.corp.ru:5432/fileupload
e [lpoctpaHcTBo umeH B Keycloak: insight
o Vma nonb3osaTens B Keycloak: api-service
» [Maponb nonb3oBaTens api-service B Keycloak: k3yclOakU$3r
o WpeHtndukartop knuenta B Keycloak: api-service-agent
o UUID knueHTa api-service-agent B Keycloak: 00000000-0000-0000-0000-000000000000
e Appec ctatuku: hitps://ril.corp.ru/static
e URL xpanunuwa MINIO: https://minio.corp.ru:9002
e WNma BUCKET xpanunuwa MINIO: rtl_corp bucket
e Wma nonb3oatensa xpaHunuwa MINIO: minio_user
e [laponb nonb3oBatena minio user B xpanHunuuwe MINIO: MiMiMiPas7 @
o URL xpanunuwa WebDAV: https://ril.corp.ru/webdav/
e Wma nonb3oartens xpaHunuwa WebDAV: webdav_user
o [laponb nonb3oBatensa webdav user B xpaHunuwe WebDAV: PaPaPas7@
e Homep Bepcuun npunoxexus: 555 master
e ®ann SSL-cepTudukaTa pacnonoxeH no nytu: /abc/conf/cert/fullchain.cri
o ®ann npueaTHOro kn4a K SSL-cepTrudmkaTy pacnonoxeH no
nyTtun: /abc/conf/cert/private.key
o ®annbl KoHpUrypauumn Nginx pacnonoxeHbl no nyTu: /abc/conf/nginx

CO3O0AHUE BA3bl JAHHbIX.
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B koHconu psql BbINONHUTE KOMaHAb!:

CREATE DATABASE fileupload;

CREATE USER fileupload_user WITH ENCRYPTED PASSWORD '$7rOn6pP@s2WrD';
GRANT ALL PRIVILEGES ON DATABASE fileupload TO fileupload_user;

\c fileupload;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO fileupload_user;

3ANYCK NPUNOXEHUA.

[o6aebTe penosnTtopuin docker-o6pasos Goodt:
docker login https://art.goodt.me
BbinonHute KomaHay:

docker run -d --name=fileupload \
-p 8099:8099 \
-e "RTL_DB_USER-=fileupload_user" \
-e "RTL_DB_PASS=$7rOn6pP@s2WrD" \
-e "RTL_DB_URL=jdbc:postgresql://db.corp.ru:5432/fileupload"” \
-e "RTL_PROFILE=prod" \
-e "RTL_KCLK_URL=https://auth.corp.ru" \
-e "RTL_KCLK_REALM-=insight" \
-e "RTL_KCLK_USER=api-service" \
-e "RTL_KCLK_PASS=k3ycl0akU$3r" \
-e "RTL_KCLK_CLID=api-service-agent" \
-e "RTL_KCLK_CLSECRET=00000000-0000-0000-0000-000000000000" \
-e "RTL_URN=https://rtl.corp.ru/static" \
-e "RTL_USE_MINIO=false" \
-e "RTL_USE_FILESYSTEM=true" \
-e "RTL_USE_WEBDAV=false" \
-e "RTL_MINIO_URL=https://minio.corp.ru:9002" \
-e "RTL_MINIO_BUCKET=rtl_corp_bucket" \
-e "RTL_MINIO_USER=minio_user" \
-e "RTL_MINIO_PASS=MiMiMiPas7@" \
-e "RTL_WEBDAV_URL=https://rtl.corp.ru/webdav/" \
-e "RTL_WEBDAV_USER=webdav_user" \
-e "RTL_WEBDAV_PASS=PaPaPas7@" \
-e "RTL_KCLK_AUTH_ENABLED=false" \
-v /abc/conf/cert/key.rsa:/abc/app/goodt/fileupload/key.rsa \
art.goodt.me/rtl-fileupload/rtl-fileupload:555_master

MepemenHblie: RTL_USE_MINIO, RTL_USE_FILESYSTEM,
RTL_USE_WEBDAYV ucnonb3yroTca Ans onpeaerieHnsi UCnosib3yemMoro XpaHunuua. TornbKo
OJHa U3 HUX MOXEeT UMEeTb 3Ha4veHue "true", octanbHble AOJKHbI UMETb 3HadYeHme "false".
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HACTPOMKA NGINX.

Cospgante dann fileupload.conf B nanke gannos koHdurypaumm Nginx:

server {
listen 8499 ssl http2;
listen [::]:8499 ssl http2;
server_name rtl.corp.ru;

ssl_certificate /abc/conf/cert/fullchain.crt;
ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh_curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

ssl_stapling on;

ssl_stapling_verify on;

resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_connect_timeout 600;
proxy_send_timeout 600;
proxy_read_timeout 600;

send_timeout 600;

access_log /abc/logs/nginx/fileupload-access.log;
error_log /abc/logs/nginx/fileupload-error.log;

location /{
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set_header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass http://localhost:8099;
proxy_redirect off;

}
}

MpoBepbTe pabotocnocobHocTb Nginx nocne naMeHeHus KoHurypaumm:
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nginx -t
BbiBOA, NpuBeaeHHbIN HUXe, TOBOPUT O KOPPEKTHOW KOHUrypauuu:

nginx: the configuration file /abc/conf/nginx/nginx.conf syntax is ok
nginx: configuration file /abc/conf/nginx/nginx.conf test is successful

Mepesanyctute Nginx:

nginx -s reload

NMPOBEPKA PABOTOCNOCOBHOCTMW.

BeinonHute GET-3anpoc k URL'y TONbKO 4TO 3anyLleHHOro npuioXeHusi, BbIMOMHUB
KOMaHAay:

curl -k https://rtl.corp.ru:8499/api/v1
HwxenpuBeaeHHbI OTBET rOBOPUT 06 YCNELHOM CTapTe NPUNOXeHNs:
Authentication Failed

16.2. YCTAHOBKA NMPUINTOXEHNA OTHETHI (RTL-REPORT)
YcTaHoBKa NPUNOXEHUs1 CBOAUTCS K CNeayoLMM Luaram:

1. CospgaHue 6a3bl JaHHbIX.
2. CosgaHue passepTbiBaHUS.
3. CospgaHue cepsuca.

4. Hactpovika nHrpecca.

COrmALWweHUE O POPMATUPOBAHUN U UMEHOBAHUA

e VMeHa 06BHEKTOB, NEPEMEHHBIX N X 3Ha4YeHus, napameTpbl, URL, nyTn B hannosom
cucTemMe, KOMaHabl U ANPEKTUBbI BbIAENAITCH pa3mMeTKon "Kof B CTPOKY",
Hanpumep: hitps://someurl.com, variable = value

e Agpec n nopT, Ha KOTOPOM pacrnonaraeTcs npunoXxenue: ril.corp.ru:8489

e Agpec n nopt CYB[: db.corp.ru:5432

e Appec Keycloak: auth.corp.ru

e Vmsa 6a3bl AaHHbIX 4N8 NPUNOXeHUs: report

e VMsa nonb3oBaTensa ons NnogknoyeHns k 6ase gaHHbIX: report user

o [Maponb nonb3oBatens report user: $7r0n6pP@s2\WrD

o Crtpoka jdbc-nogkntoyenuns k 6ase gaHHbIX: jdbc:postgresql://db.corp.ru:5432/report

e [lpocTtpaHcTBo MMeH B Keycloak: insight

o Vmsa nonb3osaTens B Keycloak: api-service

000 «31 bu Cn ContoweHc» 2023 82
Insight low code- NMoarotoBKka cepBepa 1 yCTaHOBKA NPUJIOXKEHUI Ha cepBepe




[y INSIGHT

» [Maponb nonb3oBaTens api-service B Keycloak: k3yclOakU$3r
o WpeHtndpukartop knuenta B Keycloak: api-service-agent
o UUID knueHTa api-service-agent B Keycloak: 00000000-0000-0000-0000-000000000000
 Homep Bepcum npunoxenus: 555 master
o URL npunoxeHnus Oprctpyktypa: hitps:/rtl.corp.ru:8480
e URL npunoxenus dremio-connector: https://rtl.corp.ru:4400
e ®ann SSL-cepTudukaTa pacnonoxeH no nytu: /abc/conf/cert/fullchain.cri
o ®ann npueaTHOro kn4a K SSL-cepTudmkaTy pacnonoxeH no
nyTtun: /abc/conf/cert/private.key
o ®annbl KoHpUrypauum Nginx pacnonoxeHbl no nytu: /abc/conf/nginx

CO3O0AHUE BA3bl AAHHbIX.

B koHconu psql BbINONHUTE KOMaHAb!:

CREATE DATABASE report;

CREATE USER report_user WITH ENCRYPTED PASSWORD '$7rOn6pP@s2WrD';
GRANT ALL PRIVILEGES ON DATABASE report TO report_user;

\c report;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO report_user;

3ANYCK NPUNOXEHWUA.

Ho6aebTe peno3nTtopuin docker-o6pasos Goodt:
docker login https://art.goodt.me
BbinonHute KomaHay:

docker run -d --name=report\

-p 8089:8089 \

-e "RTL_DB_USER-=report_user" \

-e "RTL_DB_PASS=$7rOn6pP@s2WrD" \

-e "RTL_DB_URL=jdbc:postgresql://db.corp.ru:5432/report" \

-e "RTL_PROFILE=prod" \

-e "RTL_KCLK_URL=https://auth.corp.ru" \

-e "RTL_KCLK_REALM-=insight" \

-e "RTL_KCLK_USER=api-service" \

-e "RTL_KCLK_PASS=k3ycl0akU$3r" \

-e "RTL_KCLK_CLID=api-service-agent" \

-e "RTL_KCLK_CLSECRET=00000000-0000-0000-0000-000000000000" \
-e "RTL_BACKEND_ORGSTRUCTURE_URL=https://rtl.corp.ru:8480" \
-e "RTL_DREMIOCONNECTOR _URL=https://rtl.corp.ru:4400" \

-e "RTL_API_TEMPLATE_CREATE=false" \

art.goodt.me/rtl-report/rtl-report:555_master
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HACTPOMKA NGINX.

Cospgante cpann learning.conf B nanke ¢gannos koHpurypaumm Nginx:

server {
listen 8489 ssl http2;
listen [::]:8489 ssl http2;
server_name rtl.corp.ru;

ssl_certificate /abc/conf/cert/fullchain.crt;
ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh_curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

ssl_stapling on;

ssl_stapling_verify on;

resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_connect_timeout 600;
proxy_send_timeout 600;
proxy_read_timeout 600;

send_timeout 600;

access_log /abc/logs/nginx/learning-access.log;
error_log /abc/logs/nginx/learning-error.log;

location /{
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set_header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass http://localhost:8089;
proxy_redirect off;

}
}

MpoBepbTe pabotocnocobHocTb Nginx nocne naMeHeHus KoHurypaumm:
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nginx -t
BbiBOA, NpuBeaeHHbIN HUXe, TOBOPUT O KOPPEKTHOW KOHUrypauuu:

nginx: the configuration file /abc/conf/nginx/nginx.conf syntax is ok
nginx: configuration file /abc/conf/nginx/nginx.conf test is successful

Mepesanyctute Nginx:

nginx -s reload

NMPOBEPKA PABOTOCNOCOBHOCTMW.

BeinonHute GET-3anpoc k URL'y TONbKO 4TO 3anyLleHHOro npuioXeHusi, BbIMOMHUB
KOMaHAay:

curl -k https://rtl.corp.ru:8489/api/v1
HwxenpuBeaeHHbI OTBET rOBOPUT 06 YCNELHOM CTapTe NPUNOXeHNs:
Authentication Failed

16.3. YCTAHOBKA NMPUITOXXEHNA DREMIO-CONNECTOR.
YcTaHoBKa NPUNOXEHUs1 CBOAUTCS K CNeayoLMM Luaram:

1. 3anyck npunoxeHus.
2. Hactpouka nHrpecca.

COrmALWweHUE O POPMATUPOBAHUN U UMEHOBAHUA

e VMeHa 06BHEKTOB, NEPEMEHHBIX N X 3Ha4YeHus, napameTpbl, URL, nyTn B hannosom
cucTeMe, KOMaHabl U ANPEKTUBbI BbIAENAITCHA pa3MeTKon "Kof B CTPOKY",
Hanpumep: hitps://someurl.com,variable = value

e Agpec n nopT, Ha KOTOPOM pacnonaraeTcs npunoxenue: rtl.corp.ru:4400

e VMg nonb3oBaTtensa ansa nogkntodeHnsa Kk Dremio: dc user

o [Maponb nonb3osatens dc_user: $7r0N6pP@s2WrD

« FQDN ysna, Ha koTOpOM ycTaHoBneH Dremio: agg.corp.ru

e [lopT, Ha koTopom Dremio npuHumaert jdbc-coeanHenus: 31010

e [lopT, Ha KoTOpOM NpunoxeHne dremio-connector npuHMMaeT Bxoaswme 3anpocbl: 4000

e Wwm4a dpanna c rsa-knwo4vom: key.rsa

o Homep Bepcumn npunoxenus: 555 master

e ®ann SSL-cepTudukaTa pacnonoxeH no nytu: /abc/conf/cert/fullchain.cri
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o ®ann npueaTHOro kn4a K SSL-cepTrudmkaTy pacnonoxeH no
nyTtun: /abc/conf/cert/private.key
o ®annbl KoHuUrypaumm Nginx pacnonoxeHbl No nyTu:/abc/conf/nginx

3ANYCK NPUNOXEHWUA.

Ho6aebTe peno3uTtopui docker-o6pasos Goodt:
docker login https://art.goodt.me
BbinonHute KomaHay:

docker run -d --name=dremio-connector \
-p 4000:4000 \
-e "RTL_DREMIO_USER=dc_user" \
-e "RTL_DREMIO_PASS=$7rOn6pP@s2WrD" \
-e "RTL_DREMIO_HTTP_URL=http://agg.corp.ru:9047" \
-e "RTL_DREMIO_JDBC_URL=agg.corp.ru:31010" \
-e "RTL_APP_PORT=4000"\
-e "RTL_KEY_RSA=key.rsa" \
-e "RTL_DREMIO_AUTH=false" \
art.goodt.me/rtl-dremio-connector/rtl-dremio-connector:555_master

HACTPOMKA NGINX.

Cospgante pann dremio-connector.conf B nanke ¢annos KoHpurypaumm Nginx:

server {
listen 4400 ssl http2;
listen [::]:4400 ssl http2;
server_name rtl.corp.ru;

ssl_certificate /abc/conf/cert/fullchain.crt;
ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh_curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_read_timeout 60m;
proxy_send_timeout 60m;
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access_log /abc/logs/nginx/dremio-connector-access.log;
error_log /abc/logs/nginx/dremio-connector-error.log;

location /{
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set _header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set _header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass http://localhost:4000;
proxy_redirect off;

}
}

MpoBepbTe pabotocnocobHocTb Nginx nocne naMeHeHns KoHurypaumm:
nginx -t
BbiBOA, NpuBeaeHHbIN HUXe, TOBOPUT O KOPPEKTHOW KOHUTypauuu:

nginx: the configuration file /abc/conf/nginx/nginx.conf syntax is ok
nginx: configuration file /abc/conf/nginx/nginx.conf test is successful

Mepesanyctute Nginx:
nginx -s reload

NMPOBEPKA PABOTOCNOCOBHOCTMW.

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLieHHOro NnpunoXeHus, BbiNOMHNB
KomMaHAay:

curl -k https://rtl.corp.ru:4400/api/v1
HI/I)KeI'IpI/IBeﬂ,eHHbIVI OTBET roBoOpuUT 00 yCnewHOM CTapTe NPpUnoXXeHnaA:

Authentication Failed
16.4. YCTAHOBKA NMPUINOXXEHNA COLLABORATE-SERVICE.
YcTaHoBKa NnpunoXxeHnda cBOANTCA K cneayrwnm waram:

1. 3anyck npunoxeHus.
2. Hactpowuka nHrpecca.
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COrmALWweHUE O POPMATUPOBAHUN U UMEHOBAHUA

e VIMeHa 06BHEKTOB, NEPEMEHHBIX N X 3Ha4YeHus, napameTpbl, URL, nyTn B hannosom
cucTeMe, KOMaHabl U ANPEKTUBbI BbIAENAITCHA pa3MeTKon "Kog B CTPOKY",
Hanpumep: https://someurl.com,variable = value

e Agpec n nopTt, Ha KOTOPOM pacnonaraeTcs npunoxenue: rtl.corp.ru:4402

« FQDN y3na, Ha koTopoMm yctaHoBneH Dremio: agg.corp.ru

e Wwma panna c rsa-knw4vom: key.rsa

 Homep Bepcum npunoxenus: 555 master

o ®ann SSL-cepTudukaTa pacnonoxeH no nytu: /abc/conf/cert/fullchain.cri

o ®ann npueaTHOro kn4a K SSL-cepTudmkaTy pacnonoxeH no
nyTtu: /abc/conf/cert/private.key

e ®annbl koHuUrypauumn Nginx pacnonoxeHbl No nyTu:/abc/conf/nginx

3ANYCK NPUNOXEHWUA.

Ho6aebTe peno3ntopui docker-o6pasos Goodt:
docker login https://art.goodt.me
BbinonHuTte KomaHay:
docker run -itd --name-=rtl-collaborate-service \
-p 4002:4002\
--entrypoint /bin/bash \
art.goodt.me/rtl-collaborate-service/rtl-collaborate-service:555_master
BbinonHuTe BXO4 B CO34aHHbIN KOHTENHEP:
docker exec -it rtl-collaborate-service bash
BbinonHuTte KomaHay:
pm2 start npm --name "collab" -- run start
HACTPOWMKA NGINX.

Cospante dpann collaborate-service.conf B nanke gannos koHdurypauum Nginx:

upstream websocket {
server rtl.corp.ru:4002;

}

server {
listen 4402 ssl http2;
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listen [::]:4402 ssl http2;
server_name rtl.corp.ru;

ssl_certificate /abc/conf/cert/fullchain.crt;
ssl_certificate_key /abc/conf/cert/private.key;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ecdh_curve secp384r1;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 5s;

add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
add_header X-Content-Type-Options nosniff;
client_max_body_size 1000M;
proxy_read_timeout 60m;
proxy_send_timeout 60m;

access_log /abc/logs/nginx/dremio-connector-access.log;
error_log /abc/logs/nginx/dremio-connector-error.log;

location /{
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade”;
proxy_set header X-Real IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header Host $http_host;
proxy_set _header X-NginX-Proxy true;
proxy_set header X-Forwarded-Proto $scheme;
real_ip_header X-Real-IP;
proxy_pass http://localhost:4002/socket.iof;
proxy_redirect off;

}
}

MpoBepbTe paboTtocnocobHocTb Nginx nocne nameHeHns KoHurypaumm:
nginx -t
BbiBOA, NpuBeaeHHbIN HUXe, TOBOPUT O KOPPEKTHOW KOHUrypauuu:

nginx: the configuration file /abc/conf/nginx/nginx.conf syntax is ok
nginx: configuration file /abc/conf/nginx/nginx.conf test is successful

Mepesanyctute Nginx:

nginx -s reload
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NMPOBEPKA PABOTOCNOCOBHOCTMW.

BeinonHute GET-3anpoc k URL'y Tonbko 4TO 3anyLeHHOro NnpunoXxXeHus, BoiNOMHNB
KomMaHAay:

curl -k https://rtl.corp.ru:4402/socket.io/
HwxenpuBeaeHHbI OTBET roBOpUT 06 yCNewHOM CTapTe NPUNOXKeHUS:

{"code":0,"message":"Transport unknown"}
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